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Abstract. Pornography is a subject of social criticism because it is
considered a violation of moral norms and is increasingly accessible to
anyone. Over time, pornography crimes have shifted to using the internet,
including the distribution of pornographic content accompanied by
threats. This study aims to identify and analyze the implementation of
investigations into the distribution of pornographic content accompanied
by threats at the Banjarnegara Police Station, including the obstacles and
solutions. The research method is sociological juridical, with analytical
descriptive research specifications. The data used are primary and
secondary data. Data collection methods include field studies and
literature reviews. Data analysis utilizes qualitative analysis. Based on the
research results, it can be concluded that the investigation into the
distribution of pornographic content accompanied by threats at the
Banjarnegara Police Station was carried out in accordance with applicable
laws, from the investigation stage to the filing of the case and the
handover of the suspect and evidence to the public prosecutor. Foreign
platforms not subject to Indonesian law, difficulties in maintaining
confidentiality and protecting victims, limited facilities and infrastructure,
and victims' reluctance to report and withdraw reports. Solutions include
updating the ITE Law, coordinating with the Central Java Regional Police
and maximizing OSINT (Osint Intelligence) capabilities, regularly rotating
personnel training to the Criminal Investigation Agency (Bareskrim),
utilizing emergency channels for urgent cases, tightening internal
procedures in case handling, optimizing coordination with the Semarang
Branch of the Indonesian National Police Forensic Laboratory (Laborat
Polri), and proposing the procurement of digital forensic equipment and
improving personnel skills in digital forensics, as well as educating victims
about their rights before making a decision to withdraw a report.
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1. Introduction

The Republic of Indonesia is a state of law, as confirmed in Article 1 paragraph (3)
of the 1945 Constitution of the Republic of Indonesia.! Consequently, everything
problem must completed with law. 2The law must placed on top everything, where
every action must in accordance with rule applicable law.3

Law is gathering coercive regulations that determine behavior in demand humans
in society created by institutions official state and have strict sanctions for
violations. *law as institutions social created by humans for creation order. °The
purpose of law is guard order in social interaction to create security and order
society. ®

Indonesian nation upholds tall moral values, ethics, morals and personality
sublime nation, faithful and pious to God Almighty, as well protect dignity and
honor every citizen.” However, in its development, along with rapid development
globalization and technology, emerged various change in life social that is not only
bring impact positive, but also negative, such as increasing deviation behavior and
crime with increasingly modern modes. 80ne of them is action criminal
distribution content pornography (online pornography) accompanied by with
threat towards the victim.

Internet technology has bring material previous pornography only can accessible
through book or videos to the vast world of cyberspace. Everyone, without look at
age, can access material pornography from House they during they own computer
or mobile phone and internet access.’

Pornography is new term emerged in the modern era, but the meaning contained
in pornography has long been known by the public wide, even since Islam was first

L Edward Cevy Listiyanto and Arpangi , Implementation Effectiveness Of Police Role In Eradication
Of Online Gaming Crime In Digital Era, Law Development Journal , Volume 3 Issue 2, June 2021, p
. 362

2 Jimly Asshiddiqqie , 2010, The Indonesian Constitution and Constitutionalism , Sinar Grafika ,
Jakarta, p . 60

3 Jimly Asshiddigie, Constitution and Constitutionalism Indonesia , Secretariat General and Clerk
of the Constitutional Court of the Republic of Indonesia, Jakarta 2006, p . 69

“Ishaq, 2012, Fundamentals of Legal Science , Sinar Grafika, Jakarta, p . 3.

5> Pujiyono, 2007, Collection of Criminal Law Writings, Mandar Maju, Bandung, p . 66

8Yuhelson, 2017, Introduction Legal Science , Ideas Publishing, Gorontalo, p . 3.

’Suratman and Andri Winjaya Laksana, Analysis Juridical Investigation of Criminal Acts Criminal
Pornography Based on Constitution Number 44 of 2008 in the Digitalization Era , Journal Legal
Reform , Volume | No. 2 May — August 2014, p . 170.

8Lanka Amar, 2017, The Role of Parents in the Court Process Criminal Acts of Gambling Committed
by Children , CV. Mandar Maju, Bandung, p . 1

° Dorprawati Siburian, Legal Implications in Overcoming Pornography Issues and Dangerous
Content for Children in the Digital Era in Indonesia, Poceeding of International Conference on The
Law Development for Public Welfare, January 2026, p . 194
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revealed as guidelines life for people humans. Pornography can also interpreted
as picture prostitute. According to origin he said, the word pornography originate
from Greek, namely porne, which means prostitute, and graphein, which means
expression. So, in general simple, pornography can defined as images containing
prostitution or words or writings containing prostitution.*?

Action criminal distribution content pornography contradictory with religious
norms, morality, and Pancasila values, and has the potential bother life society,
nation and state. Definition pornography No only covers action erotic and sensual,
but covers action disgusting and humiliating erotic and sensual for people who see
and/ or hear it and/ or touch it. 1

Pornography is issues that get criticism social Because considered violate moral
norms and increasingly easy accessed by whom only. Pornography including in
cybercrime category, one of which is its shape is cyberporn, among them is
distribution content sexual without agreement, which is known as revenge porn
defined as action publish content sexual someone by an ex or partner without to
the best of my knowledge the parties concerned. Y2Cybercrime in general general
is use computer in a way illegal. In case This crime sexual, pornography, done
online, so that become greater threats big lurking generation successor nation.!3

At the level law positive, action criminal pornography arranged in Article 407
paragraph (1) of the Law Number 1 of 2023 concerning the Criminal Code (KUHP)
which states that” Any person who produces, makes, reproduces, duplicates,
distributes, broadcasts, imports, exports, offers, sells, rents, or provide
pornography, punishable by law with criminal imprisonment of at least 6 (six)
months and criminal maximum imprisonment of 10 (ten) years or criminal
minimum fine category IV and criminal the biggest fine category VI.

In terms of action criminal distribution content pornography use internet facilities
accompanied by threat, then arranged in Article 27B paragraph (1) of the Law
Number 1 of 2024 concerning the Second Amendment to Law Number 11 of 2008
concerning Electronic Information and Transactions (hereinafter referred to as the
ITE Law) which states that Every Person with intentionally and without right
distribute and/ or transmit Electronic Information and/ or Electronic Documents,
with Meaning For profitable self Alone or other people in a oppose law, forcing

BAnis Mashdurohatun et all, Reconstruction of Pornography Criminal Regulations Based on
Pancasila Justice Values, Journal Legal Update , Volume 11, Number 3, October 2024, p . 588

11 Sri Endah Wahyuningsih, Anis Mashdurohatun, & Syakur, Protection Against Witnesses in
Criminal Justice Proceedings in Indonesia Based on the Humanitarian Value. International Journal
of Innovation, Creativity, And Change , Vol. 13, no. 7, 2020, 1785-1801

2David Kristo Gultom, Hendri Jayadi, Poltak Siringoringo , Review Juridical Criminal Act of
Distribution Pornographic Content with Revenge Motives, Tora Law Journal : Law for Governing
and Protecting Society, Volume 9, Special Issue, 2023, p . 80.

BBAdami Chazawi, 2016, Action Criminal Pornography , Sinar Grafika, East Jakarta, 2016, hom . 23.
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people with threat violence to: a. provide something goods, some of which or all
of it belongs to that person or belonging to another person; or b. giving credit,
making acknowledgement of debt, or delete receivables. As for the threat the
crime is as arranged in Article 45 paragraph (8) of the ITE Law is criminal
imprisonment for a maximum of 6 (six) years and/ or a maximum fine of Rp.
1,000,000,000.00 (one billion rupiah).

One of action criminal distribution content pornography accompanied by with
threat against the victim occurred in the jurisdiction Police Station Banjarnegara.
In the case of said, the perpetrator threaten the victim so that the victim returns
amount of money ever given to the victim, which if filled so perpetrator will send
taking pictures from the victim. This is happen Because previously perpetrator
Once weave connection with the victim online and provide a sum of money to the
victim. After connection both of them disconnected, the perpetrator threaten the
victim so that the victim returns the money that was given to him given by the
perpetrator said. Action criminal distribution content prostitution accompanied by
threat to the victim to be very annoying security and order society. In this case
this, the Police as as the vanguard in enforcement law criminal have role important
as investigator in settlement matter.

2. Research Methods

Types of research This is study law empirical (sociological). According to Ronny
Hanitijo Soemitro, research law empirical is study law that obtains the data from
primary data or data obtained direct from public.** The approach method used in
this research is as follows: The statute approach is an approach taken with
examine all Constitution relevant regulations related with current problems
handled. Approach Legislation is approach with use legislation and regulation.
Approach case approach, namely the approach aim for learn application of norms
or rules the law that is carried out in practice law. *6As for case in study This is case
distribution content pornography accompanied by threats at the police station
Banjarnegara. Specification research used nature descriptive analytical that is
describe regulation applicable laws associated with theories law and practice
implementation law positive regarding problem study.!’ Study This intend to
describe in a way detailed, systematic and comprehensive about all something
related with investigation action criminal distribution content pornography
accompanied by with threat.

4Mukti Fajar ND and Yulianto Achmad, 2013, Dualism Normative and Empirical Legal Research ,
Pustaka Pelajara, Yogyakarta, p . 154

15 1bid ., p . 157

16 Johnny lbrahim, 2007, Theory and Methodology Normative Legal Research , Bayumedia
Publishing, Malang, p . 321

7 1bid ., p. 98.
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3. Results and Discussion

3.1. Implementation of Investigation Action Criminal Spread Pornographic
Content Included Threats at the Police Station Banjarnegara

Improvement amount social media users in a way global through device mobile
give convenience in communicate as well as acquisition information from the
whole world without considering geographical boundaries. However, the use of
social media also gives rise to impact negative. One of the impact the negative is
the rise case distribution content pornography (online pornography) involving
group or individual Good as perpetrator distribution content pornography.®

In the jurisdiction Police Station Banjarnegara case distribution content
pornography rampant happened. Some cases that occur caused by factors
relationship. In case This ex- sick boyfriend heart Then spread taking pictures
belonging to the victim who is loaded pornography. Apart from that, there are also
factors digital literacy is still low. This is result in many people don't aware that
share Photo or intimate videos That the risks big. Besides that of course There are
those whose motive is purely money, asking for a transfer first new, if No filled
content spread.®®

In overcoming increase action criminal pornography through electronic media
said, Police Banjarnegara do prevention through education, enforcement law in a
way consistent so that There is effect deterrent, and support for victims until
recovered. Third effort the must walk side by side and necessary supported with
strengthening Work The same cross institution so that handling comprehensive
from beginning until end.

Development technology information and convenience social media access is also
becoming accelerating factors distribution content pornography. The perpetrator
can with easy save, copy and distribute Photo or videos containing immoral
through application message instant or social media in time short. Condition the
aggravated with low awareness public to personal data protection and risks abuse
content intimate. In some cases, spread content pornography is also used as
means threats, blackmail, or pressure psychological towards the victim, so that no
only cause loss material, but also has an impact on mental conditions, feelings of
shame, and life social victims.

Based on results research at the Police Banjarnegara, for 3 years final Already
handle case online pornography with details as following:

Action Data Summary Table Criminal Spread Pornographic

8Melisha Fajrina, Prevention Online Pornography Crimes Through Implementation of Digital
Ethics in Social Media , Volume 2 Number 5, 2025, 739.

Binterview results with AKP Sugeng Tugino, as Head of Criminal Investigation Unit Police , May
20, 2026.
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Content in Police Station Banjarnegara 2023 to 2025

No Year Amount
1 2023 7 cases
2 2024 10 cases
3 2025 13 cases
4 2026 sd / April 8 cases

Source: Criminal Investigation Unit Police Station Banjarnegara, 2026

Based on the table above noted that case distribution content pornography
handled Criminal Investigation Unit In 2023 there were 7 cases, in 2024 there were
10 cases, in 2025 there were 13 cases, and in 2026 until with April 8 cases. The
data above give description that amount case online pornography is experiencing
improvement from year to year. In the case of distribution content pornography
there are those accompanied with threat to the victim to hand over a sum of
money if No want to photos of the victims were spread to the internet.

All report case action criminal distribution content pornography received by the
Police SPKT Banjarnegara furthermore will done investigation by the Criminal
Investigation Unit Police Station Banjarnegara. Initial process reception report
related action criminal distribution content pornography accompanied by threats
at the police station Banjarnegara is the victim coming to SPKT, next SPKT officers
record reports received. Reports the furthermore delegated to Criminal
Investigation Unit. For case distribution content pornography Satrreskim seek
direct victimization handled in the room closed, not on the table open. If the victim
Woman so prioritized investigator accompanying woman.?°

Implementation handling report action criminal distribution content pornography
at the police station Banjarnegara show existence implementation mechanism
investigation in accordance its functions and authorities in system justice criminal.
Every reports received through the Service Center Police Integrated (SPKT) first
formerly noted as report police, then delegated to Unit Detective Criminal
Investigation Unit (Satreskrim) for the investigation and inquiry process is carried
out more continue. Mechanism the is form implementation authority investigator
as arranged in Article 5 and Article 7 of the New Criminal Procedure Code, accept
report or complaint as well as do action investigation to suspicion action criminal.

In the case of distribution content pornography accompanied by threat, Police
Banjarnegara also implements approach protection against the victim. An
examination of the victim is being attempted done in the room closed for
confidentiality identity and condition psychological state of the victim remains
awake. The steps important remember action criminal pornography related close

Dinterview results with Bripka M. Afifudin Sukron, as Investigator Servant Criminal Investigation
Unit Police Station Banjarnegara , May 20, 2026.
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with aspect morality, privacy, and psychological trauma of the victim. In addition,
if the victim is women, mentoring prioritized conducted by investigators Woman
For create a sense of security and comfort during the inspection process ongoing.

Approach the reflect implementation principle protection victims' rights and
respect to dignity man in the investigation process, especially in cases based on
gender and morality. In academic, practice the in line with draft victim oriented
approach in system justice modern criminal law, namely handling things that are
not only proof - oriented action criminal, but also pay attention to protection
psychological and victim rights during the legal process ongoing.

first step to take investigator after accept overflow report from SPKT is
investigator listen Formerly victim's story in complete. In case This investigator ask
the victim not to delete whatever is on his phone such as chat, photos, all secured
first. After made report, published letter order investigation, and start traced Who
the perpetrator.?!

Initial steps taken investigator after accept delegation report from SPKT is part
from stages investigation as arranged in the Criminal Procedure Code and the
Regulation of the Chief of Police Indonesian National Police Number 6 of 2019
concerning Investigation Crime. Investigator moreover formerly listen in a way
complete chronology conveyed by the victim in order to obtain description
beginning about suspicion action criminal, identity parties involved, as well as form
the act carried out. The action in line with Article 5 paragraph (1) letter a of the
New Criminal Procedure Code which provides authority to investigator For accept
report and search information related existence action criminal.

In the case of distribution content pornography through electronic media,
investigators prohibit the victim from deleting conversations, photos, videos, links,
or other electronic data contained in telephone hold the victim as effort security
tool proof electronics to maintain integrity, authenticity, and continuity goods
digital evidence. This is Because in action criminal cyber, tools proof electronic
own position main in proof as arranged in Constitution Number 1 of 2024
concerning Change Secondly, Law Number 11 of 2008 concerning Electronic
Information and Transactions Law (ITE Law). Digital data security since the
beginning also aims prevent disappearance footsteps electronics that can used
identify perpetrator and prove element action criminal.

After report police made, investigator publish letter order investigation as base
law he did action investigation more Next. Stages This in accordance with
provision Perkap Indonesian National Police Number 6 of 2019 concerning
Investigation Action Criminal law that regulates that every activity investigation
and inquiry must based on administration investigation in the form of letter

nterview results with Bripka M. Afifudin Sukron, as Investigator Servant Criminal Investigation
Unit Police Station Banjarnegara , May 20, 2026.
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command. Next investigator start do search to identity and existence perpetrator
through inspection tool evidence, statement witnesses, and search digital
footprint.

In the perspective of the New Criminal Procedure Code, this process reflect
implementation the principle of due process of law and scientific crime
investigation, namely investigation done in a way procedural, professional, and
based proof scientific and digital forensics. With Thus, the investigation No only
disclosure - oriented perpetrators, but also guarantees legality action investigator
as well as protection to victims' rights and legitimacy tool proof electronics
obtained.

As for the mechanism investigation and inquiry to action criminal distribution
content pornography accompanied by threat at the stage investigation is
investigator gather proof initial identification perpetrator from mobile number,
account social media or information from the victim himself. If Already Enough
proof of going up to investigation. At this stage investigation, investigator Already
Can do effort force in the form of arrest, search, seizure device (item evidence).
The article applied usually Article 27 paragraph (1) of the ITE Law and the
Pornography Law, and if There is There is element threat add Article 29 of the ITE
Law.22

evidence electronic own in action criminal distribution content pornography own
role important Because action criminal done through digital media. Therefore
that, investigator do search to WhatsApp accounts, social media, and device
electronics used the perpetrator. The action related with the provisions of Article
5 and Article 44 of the ITE Law which recognize information electronics and/ or
document electronic as tool proof valid law in the judicial process criminal. In
addition, investigators also assessed existence element action criminal
pornography as arranged in Constitution Number 44 of 2008 concerning
Pornography (Pornography Law), in particular related actions disseminate or
provide content that contains cargo pornography.

If from results investigation has obtained proof enough of a start, then case
improved to stage investigation. At this stage this, investigator own authority do
effort force as arranged in the Criminal Procedure Code, such as arrest, search,
seizure and inspection device suspected electronics used for do action criminal.
confiscation telephone mobile phones, sim cards, social media accounts, and
results print conversation done for interest evidence and digital forensics.

2Interview results with Bripka M. Afifudin Sukron, as Investigator Servant Criminal Investigation
Unit Police Station Banjarnegara , May 20, 2026.
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3.2. Obstacles and Solutions in Investigation Action Criminal Spread
Pornographic Content Included Threat In Police Station Banjarnegara

Implementation investigation t indak criminal distribution content pornography
accompanied by threats at the police station Banjarnegara No always walk
smooth. There is a number of obstacles experienced by investigators in the
process of handling matters, namely:?3

1) isn't any yet arrangement related distribution content intimate without
consent and deepfake pornography

Current ITE Law This Not yet in a way specific arrange distribution content intimate
without agreement as chapter separately. Investigator use chapter general
interpretation Can different for each judge. Deepfake pornography is also not yet
There is the rules. In the ITE Law it is not yet There is settings that are specific and
firm about action criminal distribution content intimate without consent (non-
consensual intimate content). As a result, the authorities enforcer law often use
articles general like defamation, access illegal, or cargo violate morality. Use
chapter general This cause multiple interpretations, so that its implementation
Can different between one judge with another judge, either in matter proof and
fall sanctions.

Phenomenon pornographic deepfakes are also not yet own explicit settings in
system Indonesian law. The absence of specific norms This make handling
deepfake cases must forced enter to in articles that have been there is, even
though characteristics his crime different Because involving digital manipulation
based intelligence artificial. This is cause gap law in give optimal protection for
victims.

Solution to obstacle the is required update regulations for make things easier
handling action criminal distribution content intimate without consent and
deepfake pornography. most urgent is chapter special for distribution content
intimate without agreement, rules regarding deepfakes, and the obligations of
foreign platforms for respond data request in reasonable time. If the regulations
more firm, enforcement the law can also more effective.

2) Difficulty track identity perpetrator if use account false

Use account anonymous cause identity perpetrator No can known in a way direct
from social media accounts or number phone used. The perpetrator use account
fake and number prepaid that is not registered. Conditions the the more
complicated if perpetrator take advantage of VPN, because detected IP address

Binterview results with AKP Sugeng Tugino, as Head of Criminal Investigation Unit Police , May
20, 2026.
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pointing to the VPN server, not location Actually from perpetrators. Foreign
platforms like

Telegram is very slow respond, sometimes No replied The same once.
Investigators also faced constraint in obtaining electronic data from a digital
platform whose server are abroad. Some foreign platforms, such as Telegram,
often require a long time to respond data request from apparatus enforcer law,
even in a number of case No give response The same once. As a result, the
identification process perpetrator, search digital footprint, and collection tool
proof electronic become more difficult and requires longer time.

Solution for overcome obstacle the is coordination with the Regional Police for
track account anonymous and maximize OSINT. In terms of This investigator
increase coordination with the Regional Police, especially the cyber unit which has
ability more technical and digital forensic tools complete. Through coordination
said, investigators can get help in do tracking account, analysis digital footprint,
identification the device used, as well as search relatedness between account
anonymous with identity the real perpetrator.

In addition, investigators maximize use Open Source Intelligence (OSINT), namely
technique collection and analysis information from source open sources available
on the internet. Through OSINT, investigators can browse social media activity,
email address, phone number phone, photo profile, username, history uploads,
up to relatedness accounts on various digital platforms. Information the Then
analyzed for find instructions that can leading to identity perpetrator. With
combination support technical from the Regional Police and the use of OSINT,
opportunities reveal identity the perpetrator who is trying hide footsteps digital
can improved so that the investigation process become more effective.

3) Limitations source Power man

At the Criminal Investigation Unit Police Station Banjarnegara, no all member
understand technical cybercrime in a way in- depth training There is But not yet all
can follow training. Amount a real investigator control field This Still limited. Crime
mode develop fast, sometimes we are only familiar with one platform already
another platform appears to be used perpetrator. Investigators who do not
actively update knowledge Can left behind.

Not all investigator at the Criminal Investigation Unit Police Station Banjarnegara
own deep understanding about technique digital investigation, digital forensics,
and search footsteps electronics. Although Indonesian National Police has
organize various training related to cybercrime, opportunities follow training the
Not yet can reach all over investigator so that amount real personnel control field
crime cyber Still limited. Condition the become challenge Because action criminal
distribution content pornography moment This generally done through various
digital platforms that continue to develop.
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The perpetrator's modus operandi also experienced very rapid changes, starting
from use application messaging instant, social media, account anonymous, until
technology disguise identity. As a result, investigators sued For always renew
knowledge and skills to be able to follow development technology used
perpetrator crime. If ability technical investigator No develop along with
development technology information, then the identification process
perpetrators, collection tool proof electronics, and proof action criminal can
become less than optimal.

Solution for overcome obstacle the is with do rotation training members (HR) to
Criminal Investigation Department in a way periodic training the covering
cybercrime training from Criminal Investigation Agency, technical guidance from
Directorate of Special Criminal Investigation of Central Java Regional Police, and
study independent Through Polri e-learning. We also frequently share information
fellow investigators in the unit if There is a new mode that has emerged. Some
investigators are also encouraged for take certification in the field digital forensics.

Through this program, investigators get knowledge and skills latest about
technique cybercrime investigation, digital forensics, tracing digital footprint,
security tool proof electronics, as well as development of the modus operandi of
crimes that exploit technology information. Rotation training also aims to improve
competence No only owned by several investigator certain, but can spread in a
way evenly to all over member Criminal Investigation Unit. After follow training,
members who have get knowledge new can transfer knowledge to investigator
other through activity internal and external development discussion technical.
With Thus, the capacity source Power man in handle case distribution content
pornography and acts criminal cyber other can Keep going increase as well as
capable follow development technology and patterns increasing crime complex.

Related Still lack of ability technology, Criminal Investigation Unit Police Station
Banjarnegara carry out internal sharing activities in the unit to update the latest
modes in the environment Criminal Investigation Unit Police Station Banjarnegara.
Through activity said, investigators each other share information about
development technology, the latest modus operandi perpetrator crime cyber, as
well as experience handling matter. With existence exchange knowledge in a way
periodic, ability investigator can Keep going updated so that more capable follow
development action criminal cyber, including distribution content pornography
through electronic media.

4) Foreign platforms No submit with law Indonesia

Obstacle in terms of This is with social media platforms or provider foreign digital
services. Foreign platforms No submit Indonesian law in general directly. The
process long and long, can months. Only condition emergency that sometimes
rather fast responded to.
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Foreign platforms in general No submit in a way direct to jurisdiction Indonesian
law, so that request user data, history activity account, as well as deletion content
No can obtained in a way quickly by investigators. In addition, the data request
process must be through mechanisms and procedures established by each
platform, even in a number of case need Work The same cross- country.
Conditions the causes the collection process tool proof electronic often need quite
a long time, even can ongoing months. As a result, the identification process
perpetrator and proof action criminal become hampered. More response fast
usually only given on condition certain things that are considered urge or
emergency, such as existence threat Serious to victim's safety or risk distribution
more content wide.

Solution to overcome obstacle the is take advantage of track emergency if case
urgent. Mechanism This used if there is high risk towards the victim, such as threat
continued, the spread content pornography is increasing area, or potential greater
losses big if handling postponed. Through track emergency said, investigators can
submit request acceleration to the platform for do data security, blocking access,
deletion content (takedown), as well as provision information certain
requirements in investigation. Although No always ensure instant response, use
mechanism emergency generally more effective compared to procedure regular
data requests that require time longer.

5) Difficulty in guard confidentiality and protection of victims

In the area small like Banjarnegara, news fast spread. Although investigator
Already make an effort guard confidentiality, will but from environment victim's
own social sometimes information leaked. Although investigator has do inspection
in @ way closed and guarded confidentiality case, leak information sometimes
originate from environment the victim's own social life. As a result, the victim can
experiencing shame, stress psychological, and potential social stigma hinder the
enforcement process law.

Solution for the difficulty guard victim confidentiality is with tighten internal
procedures in handling case. Investigator limit access against the victim's data and
identity only to interested parties in the investigation process. In addition, the
document case, result inspection and information related to the victim being
guarded its confidentiality as well as No delivered to other parties outside interest
enforcement law. With more procedures tight, risk leakage information can
minimized so that privacy, security and comfort of victims during the legal process
more protected.

6) Limitations facilities and infrastructure

At the Police Station Banjarnegara, at the moment This Not yet have tool forensics
licensed himself at the Regional Police. As a result, the goods proof like telephone
handheld, computer, or digital storage media must sent to Laboratory Forensics
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(Labfor) of the Indonesian National Police Semarang Branch for done inspection
more continue. Condition the causing the investigation process need longer time
because must waiting for the delivery process, inspection, and publishing results
analysis forensics. In addition, the number of case from various areas that were
also examined at the Forensic Laboratory result in existence queue examination.
The impact is that the disclosure process digital facts and proof in case can
experience delay so that influential to effectiveness investigation. In addition, the
examination fee especially the victims also still need improved.

Solution for overcome obstacle the is with optimize coordination with Forensic
Laboratory Semarang Branch of the Indonesian National Police and propose
procurement digital forensic tools and enhancement ability personnel in the field
digital forensics. With Thus, the inspection process goods proof electronic can
done more fast and effective. In addition submitted required procurement to
Central Java Regional Police.

7) The victim is reluctant report and revoke report

In some cases, victims often pull out report Because persuaded or threatened
perpetrator. In addition several victims of the act criminal distribution content
pornography often reluctant report because of shame. At the police station
Banjarnegara, cases received and handled by the Criminal Investigation Unit only
part small only. Many victims are afraid, ashamed, afraid highlighted, afraid
perpetrator increasingly angry so that No report to party authorities. Finally many
victims choose to remain silent and obey request perpetrator than report.

Solution to overcome obstacle the is investigator give education towards the
victims and their rights before take decision pull out report. In addition For Police
Station Banjarnegara active do socialization to schools and Islamic boarding
schools. Promoting Dumas Precision application so that report Can done from
House without must come to office police. Police Banjarnegara also works The
same with religious figures and figures public so that the message delivered to
inhabitant more wide.

Based on the description above can noted that investigation action criminal
distribution content pornography accompanied by threat Police Station
Banjarnegara Still face a number of obstacle Good from aspect legal, technical,
human resources, facilities infrastructure, as well as social. This is result in
handling case Not yet completely optimal. Therefore party Criminal Investigation
Unit Police Station Banjarnegara hope regulations related distribution content
pornography Can more follow development technology, no left behind Far from
the mode. Foreign platform Can more cooperative and there is obligation binding
law They are investigators at the police level. Can can support tool more forensics
adequate. And most importantly, the community increasingly brave report and
not feel alone face case pornography.
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Obstacle in investigation action criminal distribution content pornography
accompanied by threats at the police station Banjarnegara can influence
enforcement law action criminal said. This is in line with theory enforcement law
Soerjono Soekanto who stated that enforcement law influenced by five factors,
namely law, apparatus enforcer law, means and facilities, society, and culture.

Reviewed from factor law, obstacles located in yet existence settings that are
specific about distribution content intimate without consent and deepfake
pornography in the ITE Law. Conditions This cause investigator Still use chapter
general in nature multiple interpretations, so that potential cause difference
interpretation in the process of proof and verdict.

Reviewed from factor apparatus enforcer law, members Criminal Investigation
Unit Police Station Banjarnegara Not yet everything own ability cybercrime field.
Not all personnel own digital forensics and tracing competencies digital footprint,
while development of crime modes cyber happened very quickly. This impact on
the identification process perpetrators and collection tool suboptimal evidence.

Suggestion and facility factors is limitations digital forensic facilities at the Police
Banjarnegara become obstacle significant, because goods proof electronic must
checked at the forensic laboratory Semarang Police Branch so that need long time.
In addition, the difficulty Obtaining data from foreign platforms also slows down
the investigation process.

Community factors, originating from from reluctant victims report or pull out
report because of shame, threats perpetrators, and pressure social. Besides that,
condition environment fast society spread information cause risk leakage the
victim's identity, so that make things worse victim protection. Meanwhile factor
culture is low digital culture of society about awareness privacy as well as the
existence of stigma against crime victims sexual online- based participation
influence enforcement law. This is causing the victim to tend to silent and not
report events experienced.

According to opinion writer, obstacles investigation action criminal distribution
content pornography accompanied by threat show that handling case
pornography accompanied by threat is crime complex and yet to be developed
cyber fully balanced with readiness system enforcement law. There is no law yet
rule specific about deepfakes and content intimate without agreement make
investigator Still use chapter potential general multiple interpretations.
Limitations cybercrime and digital forensics capabilities causing the identification
process perpetrator not optimal. Dependence on laboratories forensics external
and difficult foreign platform data access slow down investigation. With Thus, the
obstacles the nature each other related so that need strengthening regulations,
human resources, facilities, and improvement literacy society so that enforcement
law more effective.
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4. Conclusion

Implementation investigation action criminal distribution content pornography
accompanied by threats at the police station Banjarnegara has implemented in
accordance provisions of the Criminal Procedure Code, the ITE Law, and the
Regulation of the Chief of Police Indonesian National Police Number 6 of 2019
through stages investigation until filing case. Investigation started from victim's
report later followed up with inspection witnesses and experts as well as effort
force in the form of arrest, detention, search and seizure goods proof electronics.
In the investigation used information expert for strengthen fulfillment element
action criminal yagn suspected. Obstacles in investigation action criminal
distribution content pornography accompanied by threats at the police station
Banjarnegarais Not yet There is arrangement related distribution content intimate
without consent and deepfake pornography, the difficulties track identity
perpetrator if use account fake, limitations source Power human, foreign platform
No submit with law Indonesia, k difficulties in guard confidentiality and protection
of victims, limitations facilities and infrastructure, victims are reluctant report and
revoke report as for the solution is update ITE Law regulations, coordination with
the Central Java Regional Police and maximize OSINT, carry out rotation training
members (HR) to Criminal Investigation Department in a way periodically, take
advantage of track emergency if case urgent, tighten internal procedures in
handling matter, optimizing coordination with Forensic Laboratory Semarang
Branch of the Indonesian National Police and propose procurement digital forensic
tools and enhancements ability personnel in the field digital forensics and
education towards the victims and their rights before take decision pull out report.
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