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ABSTRACT 

Internet is a product of globalization that brings Western cultural transplants into 

Indonesia. These cultural transplants slowly lead people to drift away in a virtual world and 

slowly abandon the soul of their nation. These conditions are used by radical activists to 

spread radicalism through internet content such as images, videos, messages, and articles with 

Indonesia's young generation as its main target. The proliferation of radicalism then poses a 

real threat to the human security of every citizen.  

The proliferation of radicalism can be overcome by carrying out three countermeasures 

which include repressive, pre-emptive and preventive efforts. Repressive efforts are used to 

crack down on the crime of proliferation of radicalism based on the prevailing laws and 

regulations. Pre-emptive efforts are used to internalize Pancasila values and norms in every 

individual of the Indonesian people to prevent the influence of radicalism. While preventive 

efforts are used to prevent the proliferation of radicalism by examining the factors that cause 

radicalism which are usually focused on the issue of social conditions that can directly lead to 

radicalism. Efforts are made to overcome the threat of proliferation of radicalism towards 

human security and national security. 

 

Keywords: Internet, proliferation of radicalism, human security, national security, 

globalization 

 

INTRODUCTION 

Globalization is a social process that eliminates geographical physical boundaries and 

gives effects to the social and cultural conditions, which significantly transformed into the 

person’s consciousness.
4
 Globalization brings a very real impact of changes in building 

modern civilization with one of its products that is the advances in the information and 

communication technology. The advancement of technology brought by globalization has a 

strong role to erode someone’s nationalism so that they forget the national identity, the history 

of the nation, to the customs that have long been built because they prefer to follow the flow 

of modernity. This phenomenon then becomes a way of entering radicalism in the 

development of the use of information and communication technology, especially through the 

Internet.  

The proliferation of radicalism through the Internet can easily be done considering that 

the Internet provides free space and access. That is because the Internet led to hypermedia 

environment that is difficult to control by the Government due to the high use of the Internet 
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community.
5
 The proliferation of radicalism through the Internet has confirmed by Komjen. 

Pol. Suhardi Alius as the Head of National Agency for Combating Terrorism (BNPT), that 

social media is the biggest tool of spreading radicalism due to the widespread culture of 

sharing without filtering the hoax issue that contains elements of provocation.
6
  Since 2010, 

the Ministry of Communication and Information of the Republic of Indonesia (Kemkominfo 

RI) has blocked sites indicated in spreading radicalism as much as 814,594 sites. In addition 

through the sites, the spread of radicalism is also done in the form of social media status 

content, videos, pictures, and photos.  

 Furthermore, the main target of the spread of radicalism is the teenagers and 

university students.
7
 The main target of the spread of radicalism in the teenagers through the 

Internet is inseparable from the basic character of the teenagers who are full of curiosity and 

in the process of finding their identity
8
. Meanwhile in terms of the spread of radicalism in the 

University students, is carried out by using the method of a long and intense brainstorming 

and discussions considering that at the university level, each student has embraced their own 

ideology.
9
 The process of spreading radicalism in the universities is carried out by utilizing 

the pluralism of students’ thinking, and the universities’ authority that does not give the 

freedom to the students in expressing their critical and creative ideas.
10

 

Based on these problems, the Internet has proven to be a medium for the spread of 

radicalism, which certainly threatens the security of every individual citizen. Radicalism is 

only one of the types of threats that are delivered by globalization after the Cold War. The 

threat of radicalism to individual security will certainly affect the stability of national security 

considering that radicalism is the root of the occurrence of criminal acts of terrorism. 

Borrowing Berry Buzan’s thinking, the concept of national security nowadays does not only 

cover security against threats in the military sector, but has developed into a threat in the 

political, socio-cultural, economic and environmental sectors.
11

 Therefore, it can be concluded 
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that the proliferation of radicalism is a national threat on the political sector that needs to be 

addressed.  

 

DISCUSSION 

1. The Legal Review of Law No. 11 of 2008 jo. Law No. 19 of 2006 on the Electronic 

Information and Transaction and Law No. 5 Year 2018 on the Amendment to the 

Law No. 15 of 2003 on the Stipulation of Government Regulation in Lieu of Law No. 

1 of 2002 on the Suppression of Terrorism Criminal Act into Law in relation on the 

Countermeasures of the Proliferation of Radicalism 

 

The establishment of Law No. 5 Year 2018 on the Amendment to the Law No. 15 of 

2003 on the Stipulation of Government Regulation in Lieu of Law No. 1 of 2002 on the 

Suppression of Terrorism Criminal Act into Law (Anti-terrorism Law of 2018) provides 

fresh air for the implementation of the prevention and the suppression of terrorism in 

Indonesia. The Anti-Terrorism Law of 2018 has updated the more complex criminal 

provisions on terrorism
12

. The extent of threats of violence and acts of violence that result 

in terror can be harmonized with Article 28 paragraph (2) of Law No. 11 of 2008 jo. Law 

No. 19 of 2016 on the Electronic Information and Transaction. The two legal umbrellas 

above provide legality to the law enforcement agencies to crack down on the terror 

spreaders including the actors that spreading radicalism given in addition to a direct 

meeting, radicalism spread through social media content, videos, pictures, articles, and 

messages in the form of a hoax.  

 Hoax is worth to watch out for easily able to lead public opinion, especially related 

to ideology and SARA. Mark Slouka, an American cultural critic, criticized philosophers 

and ideologists who hid behind cyberspace technology and instilled themselves as net 

religionist. Internet has become the basis for creating new Gods who introduce and spread 

their teachings through the Internet. In this case, the role of the Internet is as a simulation 

world that leads humans to live in a new world order in virtual life and slowly abandons 

the realities of real life.
13

 The proliferation of radicalism through Internet media is an 

evidence of a threatening change to national security into finer forms.  

In this regard, the Government is required to be more active and protective to the 

community to prevent greater dangers, namely to lead the community to create a new 

world at the level of virtual life. In this case, the Anti-Terrorism Law and the ITE Law 

only regulate on the prevention of the proliferation of radicalism by giving sanction to 

those who are proven on spreading radicalism (penal policy) that combines the military 

forces (TNI) and the POLRI as technical executors. In other words, the Anti-Terrorism 

Law and the ITE Law have not been able to prevent the proliferation of radicalism. In 
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accordance to the magnitude of the threat of the proliferation of radicalism to the national 

security, it is necessary to take preventative measures that include pre-emptive efforts and 

preventive efforts.  

 

2. The Pre-Emptive and the Preventive Efforts in the Countermeasures of the 

Proliferation of Radicalism in Indonesia 

 

The countermeasures of the proliferation of radicalism can be done with three 

approaches as mentioned: (1) Repressive efforts by making the judicial policy as a means 

of overcoming crime in regulation the community in the legislation; (2) Arranging pre-

emptive efforts. Pre-emptive efforts are anticipatory efforts made to create conducive 

conditions by observing or detecting factors that have the potential to become causes, 

drivers, and opportunities for the proliferation of radicalism by internalizing the values and 

norms prevailing in religion and society
14

; (3) Preparing preventive efforts. Preventive 

efforts are efforts to overcome crime, in this case is the proliferation of radicalism, by 

examining the factors that cause radicalism, which are usually focused on the issue of 

social conditions that can directly lead to radicalism.
15

 

All three efforts are an effective integral counter-program because it integrates law 

enforcement and politics. A conceptual and persuasive approach is needed to suppress 

radicalism to its roots. The integration of those three efforts was carried out considering 

that may states have failed to tackle terrorism and radicalism because they only use 

repressive efforts.
16

 Among the three efforts to countermeasure the proliferation of 

radicalism mentioned above, pre-emptive efforts and preventive efforts are used as the 

spearhead to countermeasure the spreading of radicalism. The pre-emptive efforts are used 

to protect individuals from the threat of radicalism that interferes with the security of the 

individual. This is due to the negative impact of the Internet, which has eroded the 

individual’s mentality and led his culture to act like western culture.  In terms of Savigny’s 

Theory of Volksgeist
17

, the Internet has an impact on ideological or volksgeist transplants 

of the Indonesian people who continue to move dynamically. But the progress of culture 

and life of the Indonesian people, which is shown by the use of technology, is not in line 

with the development of mentality and public insight on the ideology of Pancasila. 

The right pre-emptive effort to do is by internalizing the understanding of Pancasila 

values and norms to each individual so that it can be the guideline for individual behavior, 

both in the real world and in cyberspace. Pancasila is the main guidleine in the 

internalization process because it is the form of local wisdom of the people of Indonesia.
18
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Borrowing Savigny's perspective, it can be seen that Pancasila is not just created but 

Pancasila was born along with Indonesian people so that it became the essence and soul of 

the culture that shaped the Indonesian civilization, thus Pancasila can also be said as 

volksgeist, leitstar, and Philosofische Grondslag
19

. 

Meanwhile the internalization process is carried out by reinvesting the Pancasila 

values which includes: (1) the Godly Value, that is an ethical imperative of the Indonesian 

Nation to build a Nation’s civilization that is based on religious values, morality and noble 

character; (2) the Humanitarian Value, which requires the glorification of the plurality of 

Indonesia and the particular Human Rights in Indonesia (non-universal). The Humanitarian 

Value also demands the realization of a harmonious human life; (3) the Unity Value, which 

requires the creation of unity in diversity and diversity in unity as the slogan of Indonesia 

namely Bhinneka Tunggal Ika; (4) the Populist Value, which reflecting that Indonesia was 

founded from, by, and for the people, thus in the life of the state must always glorify the 

people’s sovereignty and deliberation (kinship); and (5) the Social Justice Value, which 

requires the realization of the life of a just and prosperous Indonesia nation free from all 

forms of oppression, exploitation, and impoverishment both material and immaterial.
20

  

The actualization of the values of Pancasila as the countermeasures of the 

proliferation of radicalism can be done by: (1) provide an understanding that just as the 

real life, virtual life must always be based on religious values, morality, and noble 

character; (2) provide an understanding that radicalism in any form, whether in real life or 

in virtual life, is in contrary to religious values, morality, and noble character; (3) provide 

an understanding that even if the virtual life has no physical limitations, but the freedom of 

expression in cyberspace must always be done in the corridor of law and human rights; (4) 

providing an understanding that every form of radicalism, with no exception in 

cyberspace/virtual world, has hurt the plurality and glorification of human rights; (5) 

provide an understanding that every form of the proliferation of radicalism by using 

cyberspace destroys the harmony of human life and causes disintegration of the nation and 

state; (6) provide an understanding that the virtual world should be used as a means of 

unifying the nation, not as a means of breaking the nation; and (7) provide an 

understanding that the development of information and communication technology should 

be used to provide both physically and spiritually welfare for the people. 

In addition to the pre-emptive efforts, preventive efforts that can be taken by the 

Government of Indonesia are to maximize the role of BNPT. Article 3 letter h of the 

Presidential regulation No. 46 of 2010 on the National Agency for Combating Terrorism 

regulates that the BNPT functions to plan, guide, and control programs, administration, and 

resources, as well as collaboration between agencies in terms of combating radicalism and 

terrorism. This article affirms that one of the preventive efforts as the countermeasures of 
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the proliferation of radicalism is carried out with cooperation between relevant agencies. In 

this case, the preventive pattern that should be used is to formulate the policy of integrating 

radicalism prevention involving the Central Government (such as President, TNI, POLRI, 

the Ministry of Law and Human Rights, State Intelligent Agency (BIN), the Ministry of 

Education and Culture, the Ministry of Research, technology and Higher Education, the 

Ministry of Communication and Information, the Ministry of Religious Affairs, Central 

Executive Representatives of each religion, and cultural observers) to formulate an 

integrative policy of values and norms of the religions and Pancasila in order to counter the 

proliferation of radicalism to the younger generations. 

Cooperation among state agencies involving the religious leaders and cultural 

observers becomes very important to counter the threat of radicalism. This is because the 

proliferation of radicalism is a threat to human security. Therefore, the integrative policies 

mentioned above serve to shape the mentality and soul of religious and nationalist of the 

younger generation so that they can avoid the influence of radicalism. Furthermore, the 

integrative policy should be arranged in the form of a unit of educational curriculum, 

which is then delivered in the classrooms and socialized in various government and private 

institutions, social forums and religious forums. As the supporter of the penal policy, the 

integrative policy, which includes pre-emptive policies and preventive policies, should be 

implemented systematically, structured, and massively at all levels, from the smallest to 

the largest, from the regional level to the central level. Thus if all integrated policies can be 

implemented properly, it is expected to be able to prevent the proliferation of radicalism in 

Indonesia. 

 

 

CONCLUSION 

Based on the previous description, it can be emphasized that basically the proliferation 

of radicalism through the Internet is negative side of globalization. In addition to bringing 

convenience for people, the existence of the Internet has become a new media in the spread of 

radicalism with the younger generation as the main target. This happens because the Internet 

provides unlimited access to information, which became a means of proliferation of 

radicalism in the modern era. This unlimited access has led Internet users to drift in the 

cyberspace. This causes the erosion of the soul of nationalism so that it can be easily be 

penetrated by radicalism. The proliferation of radicalism has become a threat to individuals 

(human security) and to the state (national security). 

Thus it can be understood that the proliferation of radicalism is a threat to national 

security that must be addressed immediately. The countermeasures of the proliferation of 

radicalism can be done with three approaches of repressive, pre-emptive, and preventive. 

Repressive efforts has been carried out by the Government by issuing the ITE Law, the Anti-

Terrorism Law, and the Presidential Regulation on BNPT as the legal umbrella for penal 

policy in suppressing the radicalism and terrorism. However, prevention efforts are also 

needed through pre-emptive and preventive efforts. The pre-emptive efforts can be done by 

internalizing the values of Pancasila as the local wisdom of the Indonesian Nation to prevent 

the entry of radicalism in Indonesia. While the preventive efforts are carried out to prevent the 

proliferation of radicalism through the formulation of integrative policies between state 

institutions, religious leaders, and cultural observers as the representatives of the community 

in the form of Pancasila curriculum which is fully and continuously disseminated. These 

efforts are made to protect human security and national security from the threat of 

proliferation of radicalism and terrorism. 
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