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Abstract. The rapid advancement of artificial intelligence has enabled the
emergence of deepfakes synthetic audio-visual content generated using
machine-learning models such as Generative Adversarial Networks. While
deepfake technology offers beneficial applications, its misuse in cybercrimes such
as fdentity fraud, extortion, and others raises serious concerns in Indonesia due
to the absence of explicit legal regulation. This study aims to analyze the criminal
liability associated with deepfake-based cybercrime by examining evidentiary
challenges and identifying regulatory gaps within the Indonesian Criminal Code
and the Electronic Information and Transactions Law. Employing a qualitative
library research methodology, this study synthesizes primary legal sources,
academic literature, and authoritative institutional reports. Findings reveal that
deepfake cybercrime presents substantial evidentiary difficulties, particularly in
authenticating electronic evidence and maintaining chain-of-custody integrity, as
deepfake content often lacks detectable traces of manipulation. Furthermore, the
Criminal Code and Electronic Information and Transactions Law provide only
general provisions for forgery, defamation, pornography, and electronic
manipulation, without addressing Al-based content fabrication or synthetic
impersonation. This regulatory vacuum restricts law-enforcement capability,
creates inconsistent legal interpretations, and weakens victim protection. The
study concludes that Indonesia requires explicit statutory definitions, specialized
criminal provisions for deepfake offenses, and standardized forensic guidelines
to ensure legal certainty.

Keywords: Artificial Intelligence, Criminal Liability, Deepfake Cybercrime,
Electronic Evidence, Evidentiary Challenges.

1. Introduction

The rapid advancement of Artificial Intelligence (AI) technology has enabled the creation
of highly realistic synthetic audio-visual content known as deepfakes a technology
capable of producing fake videos, images, or voices that are nearly indistinguishable
from authentic ones (Al Alif et al., 2025). Although initially developed for artistic and
entertainment purposes, this technology has been increasingly misused in various forms
of cybercrime, such as fraud, digital identity theft, extortion, non-consensual
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pornography, and defamation. In Indonesia, the growing prevalence of deepfake misuse
has sparked significant concern regarding privacy, reputation, and digital security
(Verma, 2024).

Cybercrime refers to criminal activities conducted through digital networks and computer
systems, including data theft, ransomware, phishing, and technology-enabled fraud. In
the past five years, the rapid development of generative artificial intelligence has
expanded the cyber-threat landscape, enabling the creation of highly realistic synthetic
images, audio, and video known as deepfakes. According to Europol (2022), the
increasing accessibility of face-swapping, voice-cloning, and lip-synchronization tools has
introduced new challenges for law enforcement, as deepfakes can be deployed to
deceive individuals and institutions.

Criminal misuse of deepfakes includes financial fraud such as impersonating executives
in video or audio calls to authorize unauthorized transfers sexual extortion and the
distribution of fabricated intimate content, as well as the manipulation of audio-visual
evidence to damage reputations. Recent reports highlight large-scale incidents, including
corporate losses resulting from deepfake video-call scams (Milmo, 2024). Interpol (2024)
also warns of the rising use of Al-generated child sexual abuse material and deepfake-
based extortion schemes, demonstrating how traditional cybercrime techniques are now
reinforced by advanced Al-driven deception.

The challenges posed by deepfake-enabled cybercrime span technical, legal, and
organizational domains. Detection technologies continue to lag behind the rapid
evolution of synthetic-media generation, creating an ongoing arms race between
offenders and digital forensics specialists. Policy gaps also persist, as legal systems
struggle to address evidentiary integrity and criminal liability in cases involving
manipulated content. Reports from the European Parliament (2025), Corder (2025) and
Europol (2025) emphasize the need for multi-stakeholder cooperation, improved forensic
capacity, and updated regulatory frameworks to mitigate these risks effectively.

However, Indonesia’s current legal framework has yet to explicitly anticipate the
deepfake phenomenon. Although laws such as the Information and Electronic
Transactions Law (Undang Undang Infromasi dan Transaksi Elektronik/UU ITE), Law
Number 19 of 2016 as its amendment, and the Indonesian Criminal Code (Kitab Undang
Undang Hukum Pidana/KUHP) contain general provisions on cyber-related offenses,
none of them specifically regulate Al-based content manipulation (Khan et al., 2025;
Putri & Rusmini, 2025). As a result, law enforcement authorities face serious difficulties
in identifying offenders, proving digital evidence, and fulfilling the specific elements of a
crime (Afif, 2025).

The technical nature of deepfakes particularly their reliance on neural networks such as
Generative Adversarial Networks (GANs) creates substantial challenges in the
authentication and verification of digital evidence (Masood et al., 2023). Within the
judicial process, reliable digital evidence is essential to ensure lawful and fair
adjudication. However, the detection of deepfakes remains problematic due to
technological limitations: existing detection models often fail against newer deepfake
variants or exhibit reduced reliability in real-world scenarios (Wang et al., 2024).
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Empirical and juridical analyses by several scholars indicate that reliance on general
provisions such as those governing data falsification, pornography, or defamation under
the KUHP and UU ITE remains insufficient to address the distinctive features of deepfake-
related crimes, especially regarding AI content manipulation, identity falsification, and
the wide scope of potential harm (Afif, 2025). Meanwhile, the phenomenon continues to
evolve rapidly in both scale and complexity (Arvitto, 2025).

Given these circumstances, there is an urgent need to conduct a comprehensive study
on criminal liability in Al-based deepfake cybercrimes, focusing on evidentiary challenges
and regulatory gaps in the KUHP and UU ITE. The primary urgency lies in assessing
whether Indonesia’s existing criminal law is adequate to address deepfake crimes and
how it might be reformed to ensure legal certainty, justice, and victim protection (Abidin,
2023).

Previous studies have highlighted the presence of a legal vacuum surrounding deepfake
crimes in Indonesia and the inadequacy of current regulations in providing justice for
victims or deterrence for perpetrators (Arvitto, 2025). However, most existing works
remain general, focusing primarily on cases of pornographic deepfakes or identity fraud,
without a holistic analysis that integrates digital forensic proof, criminal elements, and a
normative examination of both the KUHP and UU ITE.

Therefore, this research aims to critically analyze evidentiary challenges in deepfake
cybercrime cases, including issues of digital evidence validity and detection reliability.
Futhermore, identify regulatory gaps in Indonesia’s KUHP and UU ITE concerning
deepfakes and their implications for law enforcement effectiveness, and formulate
normative recommendations for developing specific criminal regulations to govern
deepfakes in Indonesia, thereby enhancing both victim protection and judicial integrity.
This study is expected to contribute theoretically and practically to the modernization of
Indonesia’s criminal law in the digital age.

Based on the background and objectives above, the problem formulation for this
research is as follows:

1. How do evidentiary challenges arise in deepfake cybercrime cases, including issues of
digital evidence validity and detection reliability?

2. What regulatory gaps exist in Indonesia’s KUHP and UU ITE concerning deepfakes
and their implications for law enforcement effectiveness?

3. How can normative recommendations for developing specific criminal regulations to
govern deepfakes in Indonesia be formulated to enhance victim protection and judicial
integrity?

2. Research Methods

This study employs a qualitative research approach using the library research (literature
study) method. A qualitative approach is appropriate because it enables an in-depth
exploration of complex legal and social phenomena particularly issues related to criminal
liability in Al-based cybercrimes such as deepfake manipulation through interpretive
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understanding of legal norms, doctrines, and enforcement practices (Creswell & Poth,
2016; Moleong, 2021). The library research method is intended to examine and analyze
various primary, secondary, and tertiary legal sources relevant to the research topic
(Zed, 2018). Through this method, the researcher aims to identify normative gaps and
examine how Indonesia’s positive law responds to the rapid development of deepfake
technology.

The data sources in this study consist of three categories. First, primary legal materials
include legislation such as the Indonesian Criminal Code, Law Number 19 of 2016 on
Amendments to Law Number 11 of 2008 concerning Electronic Information and
Transactions, as well as relevant international instruments, including the Budapest
Convention on Cybercrime. Second, secondary legal materials consist of academic
research, scientific journals, legal books, scholarly articles, and official institutional
reports that discuss cybercrime and deepfake technology (Soerjono & Mamudiji, 2010).
Third, tertiary legal materials include legal dictionaries, legal encyclopedias, and other
credible online resources that serve to clarify and complement the understanding of the
primary and secondary legal sources. These layered data sources ensure that the
research comprehensively captures both the theoretical framework and practical
implementation of criminal law related to deepfake technology.

Data were collected using the documentation study technique, which involves the
systematic identification, examination, and analysis of academic and legal documents
(Bungin, 2020). The researcher conducted an extensive review of national and
international academic journals addressing cybercrime, artificial intelligence, and criminal
lawboth within Indonesian legal contexts and in comparative law frameworks. Data
collection also included legal documents, court decisions, and expert opinions from the
fields of criminal law and information technology. To maintain analytical rigor, only
credible, peer-reviewed, and up-to-date sources were selected, ensuring that findings
accurately represent the current normative and empirical conditions.

The study utilizes a qualitative descriptive analysis combined with a hormative-juridical
approach. Data analysis was carried out through three main stages. First, data reduction
was conducted by selecting and categorizing relevant information according to key
research themes, namely criminal liability, evidentiary challenges, and regulatory gaps
in the KUHP and UU ITE. Second, data presentation involved organizing the findings into
descriptive narratives that illustrate the relationship between existing legal norms and
the phenomenon of deepfake-related crimes. Third, conclusion drawing was undertaken
through a systematic interpretation of the analyzed data to address the research
questions and to propose normative recommendations for legal reform (Miles et al.,
2020). Through this method, the study seeks to provide both theoretical and practical
contributions to the development of Indonesian criminal law in the context of Al-driven
cybercrimes, while offering a normative foundation for future regulatory adaptation to
digital technological advancements.

3. Results and Discussion
3.1. Evidentiary Challenges in Deepfake Cybercrime Cases

One of the main challenges in prosecuting deepfake-related cybercrimes in Indonesia
lies in the difficulty of validating and authenticating digital evidence. Deepfake
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technology, powered by Generative Adversarial Networks (GANs), can produce synthetic
audio-visual content that is nearly indistinguishable from authentic materials, making it
extremely difficult for investigators and courts to establish the origin, authenticity, and
integrity of such content. Pursuant to Article 5 paragraphs (1) and (2) of the Electronic
Information and Transactions Law (Undang Undang Informasi dan Transaksi
Elektronik/UU ITE) Law Number 11 of 2008 as amended by Law Number 19 of 2016
electronic information and/or documents are deemed legally valid evidence, as long as
the information is accurate and has not been altered (Indonesia, 2008, 2016a).

In deepfake cases, this standard of authenticity becomes problematic because
manipulation at the pixel or waveform level is almost undetectable through conventional
forensic methods. Current digital forensic tools often fail to differentiate between
synthetic and original content, especially when perpetrators use advanced Al tools to
mask metadata traces. This raises a burden-of-proof dilemma, where prosecutors must
prove both falsification and intent, while defense attorneys can easily invoke reasonable
doubt concerning authenticity.

Moreover, Article 184 of the Indonesian Criminal Procedure Code (Kitab Undang Undang
Hukum Pidana/KUHAP) specifies the types of admissible evidence, including witness
testimony, expert opinions, and documentary evidence. Yet, unlike physical evidence,
deepfake content challenges the “chain of custody” principle because electronic data can
be easily replicated or modified without trace. Without standardized forensic protocols
and reliable detection systems, courts risk admitting fabricated evidence or rejecting
legitimate ones, undermining procedural integrity.

The absence of national standards for digital forensic authentication particularly in
identifying AI-generated content creates inconsistencies in evidentiary assessment
across cases. Consequently, judicial authorities face technical barriers that hinder fair
adjudication and reduce public confidence in the justice system.

Therefore, strengthening detection reliability and evidentiary verification mechanisms is
essential to address deepfake-related cybercrime. The development of standardized
digital forensic protocols, the adoption of Al-assisted detection systems, and the
enhancement of technical expertise among law-enforcement officers and judicial actors
could improve the credibility of electronic evidence presented before the court. Such
measures would help ensure that the principles of evidentiary validity, procedural
fairness, and legal certainty are maintained when dealing with increasingly sophisticated
forms of synthetic digital manipulation.

In addition to technical verification difficulties, another evidentiary challenge arises from
the limited reliability and generalizability of existing deepfake detection systems (Wang
et al., 2024; Bendiab et al., 2025). Many current detection models are trained on specific
datasets and perform well under controlled conditions; however, their effectiveness often
declines significantly when applied to real-world scenarios involving diverse formats,
compression levels, or adversarial manipulation techniques. This inconsistency weakens
the probative value of digital evidence, as courts require a high degree of certainty
regarding authenticity before admitting such evidence. The inability of forensic tools to
consistently identify manipulation across varying contexts creates uncertainty not only
for investigators but also for judges in assessing evidentiary weight (Sunil et al., 2025).
Furthermore, as deepfake generation techniques evolve rapidly, detection mechanisms
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tend to lag behind, resulting in a persistent technological asymmetry between
perpetrators and law enforcement (Bendiab et al., 2025).

Another important dimension concerns the integrity of forensic processes in increasingly
complex digital ecosystems. The proliferation of interconnected platforms, including
social media and cloud-based systems, complicates the tracking and preservation of
digital evidence. Deepfake content may originate from multiple sources, be redistributed
across platforms, and undergo successive modifications, making it difficult to reconstruct
its provenance (Patel et al., 2023). This fragmentation challenges not only attribution
but also the maintenance of forensic integrity throughout the investigation lifecycle. In
such contexts, even minor uncertainties in data handling procedures can be exploited to
challenge the admissibility of evidence in court. Additionally, the difficulty in ensuring
reliable documentation and verification mechanisms for digital content further
exacerbates concerns regarding evidentiary credibility (Bendiab et al., 2025).

Beyond technical and procedural issues, evidentiary challenges in deepfake cases are
also influenced by broader socio-legal considerations, particularly those related to victim
impact and evidentiary sensitivity (Malik et al., 2024). Deepfake-related offenses
frequently involve highly personal or reputational harm, such as fabricated explicit
content or identity-based manipulation, which raises concerns about privacy, dignity,
and secondary victimization during legal proceedings. These factors may affect how
evidence is presented, examined, and contested in court, potentially limiting the
availability or disclosure of crucial digital materials. Moreover, the persuasive realism of
deepfakes can influence judicial perception and introduce cognitive bias, further
complicating objective evidentiary evaluation. As a result, the intersection between
technological deception and human perception adds an additional layer of complexity to
the already challenging task of ensuring evidentiary reliability in deepfake cybercrime
cases (Wang et al., 2024).

3.2. Regulatory Gaps in the KUHP and UU ITE Regarding Deepfakes

The Indonesian Penal Code (KUHP) and the Electronic Information and Transactions Law
(UU ITE) do not yet contain explicit provisions that specifically regulate deepfake-related
offenses (Indonesia, 1946; Indonesia, 2008). Under Article 27 paragraph (1) of the UU
ITE, disseminating electronic information violating decency or morality is punishable,
while Article 28 paragraph (1) criminalizes spreading false or misleading information.
However, these provisions are content-oriented, focusing on the nature of information
rather than the modus operandi or technology used to create it. Thus, deepfake acts
involving synthetic impersonation or fraud without explicit obscene or defamatory intent
may fall outside the law’s scope.

In the KUHP, provisions such as Article 263 (forgery) and Article 310 (defamation) may
theoretically apply. However, these articles presuppose tangible documents or verbal
statements concepts inadequate to encompass Al-generated imagery or voice synthesis
(Indonesia, 1946). For instance, the element of a “false document” in Article 263 does
not explicitly include digital files, creating interpretive uncertainty when prosecutors
attempt to link deepfake outputs to forgery offenses.

Moreover, Articles 30 and 32 of the UU ITE address unauthorized access and
manipulation of electronic systems but are designed to criminalize system intrusion
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rather than content creation (Indonesia, 2016b). A person fabricating a deepfake video
using publicly available software without hacking a system technically does not violate
these provisions. This regulatory vacuum allows many harmful deepfake acts such as
identity theft, sexual exploitation, or political disinformation to go unpunished,
particularly when they do not fit neatly into existing statutory categories.

This legal gap significantly impairs law enforcement effectiveness, forcing investigators
and prosecutors to rely on analogical interpretation or indirect application of defamation
or pornography articles, which leads to inconsistent jurisprudence. Without specific
criminal norms for deepfakes, the law remains reactive rather than preventive,
weakening deterrence and victim protection in Indonesia’s digital landscape.

Another dimension of the regulatory gap lies in the absence of explicit legal recognition
of Al-generated manipulation as a distinct form of digital falsification. Current Indonesian
criminal provisions tend to regulate the content or the resulting harm rather than the
technological process used to produce the content. Deepfakes, however, operate
through complex machine-learning systems that fabricate realistic representations of
individuals without their consent. Because the legal framework does not explicitly
acknowledge this technological mechanism, law-enforcement authorities often struggle
to categorize deepfake acts within existing legal definitions, leading to uncertainty in
determining applicable charges and legal elements that must be proven in court.

Furthermore, the lack of specific procedural guidance for investigating AI-based offenses
limits the operational capacity of investigators and prosecutors. Law-enforcement
agencies may encounter difficulties in identifying perpetrators who utilize anonymous
digital platforms, cloud-based Al tools, or cross-border servers to generate and distribute
deepfake content. Without clear investigative authority, specialized training, or
technological support embedded in the legal framework, the process of digital evidence
collection, attribution of responsibility, and prosecution becomes significantly more
complex. This situation can delay investigations and reduce the likelihood of successful
prosecution.

Consequently, these regulatory deficiencies have broader implications for law
enforcement effectiveness and legal certainty. The absence of precise statutory norms
addressing deepfake production, distribution, and malicious use weakens deterrence and
allows perpetrators to exploit legal loopholes. It also creates inconsistencies in judicial
interpretation when courts attempt to apply traditional criminal provisions to emerging
AI-driven misconduct. Strengthening the legal framework by explicitly regulating
deepfakes would therefore be essential not only to close normative gaps but also to
enhance the effectiveness, consistency, and credibility of law enforcement in Indonesia’s
rapidly evolving digital environment.

In addition to substantive normative gaps, regulatory challenges also stem from the
general nature of cybercrime provisions within the KUHP and the UU ITE, which tend to
be broadly formulated and open to multiple interpretations. Such ambiguity often leads
to inconsistent enforcement in practice, particularly when authorities confront emerging
technologies like deepfakes (Handayani et al., 2025). The lack of precise legal language
creates uncertainty in determining the scope and limits of criminal liability, and in some
instances, may even open the door to overbroad application of the law, potentially
affecting fundamental rights such as freedom of expression in digital spaces. As
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technological advancements in artificial intelligence continue to evolve rapidly, the
disparity between static legal norms and dynamic digital threats becomes increasingly
pronounced (Suseno et al., 2025).

Furthermore, the fragmented structure of existing regulations presents an additional
obstacle in addressing deepfake-related risks comprehensively. Current legal provisions
are dispersed across different statutory instruments and lack integration into a cohesive
framework capable of responding to Al-driven misconduct. This fragmentation
contributes to legal uncertainty, particularly in defining criminal responsibility for acts
involving identity manipulation and digital misinformation (Khan et al., 2025). The
widespread dissemination of deepfake content through social media platforms illustrates
that its impact extends beyond individual harm, potentially undermining public trust in
digital information ecosystems. In this context, the absence of adaptive and coordinated
regulation weakens the state’s capacity to effectively mitigate technology-driven
disinformation threats (Ghariwala, 2025).

Moreover, the inability of legal frameworks to keep pace with increasingly sophisticated
Al-based attack methods highlights the need for a more technologically informed
regulatory approach. Advanced deepfake impersonation techniques, for instance, require
legal recognition not only of their harmful consequences but also of the underlying
technological processes that enable them (Samrouth et al., 2025). Without incorporating
these technical dimensions, the law risks remaining reactive and insufficient in
addressing new forms of cyber-enabled misconduct. Therefore, a more forward-looking
regulatory strategy supported by cross-sector collaboration and the integration of
technological expertise is essential to ensure that legal systems remain responsive and
effective in the face of evolving digital threats (Setyaningrum et al., 2022).

3.3. Normative Recommendations for Legal Reform

To address these challenges, a comprehensive legal framework is required to govern
deepfake technology and Al-generated content within Indonesia’s criminal law system.
First, it is necessary to introduce a statutory definition of deepfake, defined as “digitally
manipulated visual, audio, or audiovisual content generated through artificial intelligence
with the intent to deceive or cause harm.” Such a definition should clearly distinguish
malicious uses from legitimate creative, artistic, or educational applications.

Second, special criminal provisions should be established by amending the Electronic
Information and Transactions Law (Undang Undang Infromasi dan Transaksi
Elektronik/UU ITE) or by incorporating specific articles within the New Criminal Code
(Law Number 1 of 2023) to explicitly criminalize the creation, distribution, and use of
deepfakes for fraudulent, defamatory, or exploitative purposes (Indonesia, 2023). This
would provide clearer legal grounds for prosecution and strengthen law-enforcement
capacity in addressing Al-based cybercrime.

Third, the government should develop national standards for digital forensic examination
and Al-content verification, including mechanisms such as blockchain-based
authentication, digital watermarking, and Al-detection protocols that can be formally
recognized by the Supreme Court. Standardized procedures would help ensure
consistency in evidentiary evaluation and improve the reliability of digital evidence in
court proceedings.
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In addition, victim protection mechanisms must be strengthened through restorative and
compensatory measures, particularly for victims of deepfake-based sexual exploitation.
These protections should align with the constitutional guarantee of personal security and
dignity as recognized in Article 28G of the Indonesian Constitution (Indonesia, 1945).
Finally, effective regulation requires cross-sectoral collaboration among key institutions,
including the National Police, the Ministry of Communication and Information Technology
(Kementerian Komunikasi dan Informasij/Kominfo), and specialized cybercrime units, to
synchronize technological capabilities with legislative enforcement and enhance the
overall effectiveness of cybercrime prevention. By integrating these reforms, Indonesia
can move toward a proactive and adaptive criminal justice system capable of addressing
deepfake-related offenses effectively. A harmonized legal structure acknowledging both
technological realities and human rights principles will enhance judicial integrity, ensure
fair adjudication, and restore public trust in digital law enforcement.

Beyond institutional and doctrinal adjustments, effective legal reform concerning
deepfake regulation must be grounded in a robust normative framework that balances
competing legal values and societal interests (Burton, 2012). Normative legal scholarship
emphasizes that reform should not merely respond to technological developments but
must also reflect fundamental principles such as justice, human dignity, and the rule of
law. In this regard, a pluralistic approach one that accommodates multiple values rather
than prioritizing a single objective becomes essential in addressing the multifaceted
harms caused by deepfakes, including fraud, reputational damage, and social
manipulation. Such an approach allows lawmakers to reconcile tensions between
innovation, freedom of expression, and protection against harm, thereby producing more
balanced and context-sensitive regulations (Dagan, 2014).

The formulation of legal reforms should integrate both empirical findings and normative
reasoning to ensure that proposed regulations are not only theoretically sound but also
practically feasible. The method of reflective equilibrium, for instance, enables
policymakers to align legal principles with real-world constraints, such as technological
limitations, enforcement capacity, and potential unintended consequences (Van der
Burg, 2019). This is particularly relevant in the context of deepfake-related cybercrime,
where rapid technological evolution often outpaces institutional readiness. Empirical
insights into how deepfakes are used in organized fraud or digital misinformation
ecosystems can inform more targeted and adaptive legal responses, while nhormative
analysis ensures that such measures remain consistent with constitutional and ethical
standards (Lin, 2025).

In addition, meaningful legal reform requires sensitivity to sociocultural contexts and a
long-term commitment to institutional development. Deepfake harms are not
experienced uniformly; they often disproportionately affect vulnerable individuals,
particularly in cases involving identity exploitation or non-consensual content (Burton,
2012; Ali et al., 2025). As such, reform efforts should incorporate victimological
perspectives and broader access-to-justice considerations, ensuring that legal
mechanisms are responsive to the needs of affected communities. This includes not only
formal legislative changes but also the development of complementary guidelines,
institutional practices, and cross-sector collaboration frameworks. Without sustained
engagement and adaptive strategies, legal reform risks becoming symbolic rather than
transformative, failing to address the evolving challenges posed by Al-driven digital
manipulation (Ghariwala, 2025).
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4. Conclusion

This study concludes that deepfake-based cybercrime presents two critical problems in
Indonesian criminal law: significant evidentiary challenges and clear regulatory gaps.
First, the authentication of deepfake electronic evidence is highly problematic due to the
sophistication of Al-generated manipulation, which often cannot be detected using
existing forensic tools. This undermines the reliability of evidence under both the
Information and Electronic Transactions Law and Criminal Procedure Code. Second,
neither the Criminal Procedure Code nor the Information and Electronic Transactions
Law contain explicit provisions addressing synthetic impersonation, Al-generated
falsification, or malicious deepfake distribution. As a result, law-enforcement authorities
must rely on general articles such as forgery, defamation, or morality-based offenses
that do not adequately capture the unique nature and harm potential of deepfake
technology. Therefore, the current legal framework is insufficient to ensure legal
certainty, deterrence, and victim protection in deepfake-related cases.

To respond effectively, Indonesia must urgently strengthen its legal and institutional
framework. Legislators should introduce clear legal definitions of deepfakes and
formulate specific criminal provisions regulating their creation, dissemination, and
harmful use. Law-enforcement institutions require standardized digital forensic protocols
and Al-content detection systems to ensure accurate authentication of electronic
evidence. Inter-agency cooperation particularly between Ministry of Communication and
Information Technology, law-enforcement cyber units, and forensic laboratories must be
enhanced to improve investigative capacity. Victim-protection mechanisms should also
be expanded, particularly in cases of deepfake-based sexual exploitation and identity
abuse.

Future research should focus on empirical examination of deepfake cases handled by
Indonesian courts to evaluate practical enforcement obstacles. Comparative legal studies
examining regulatory approaches adopted by the EU, US, and other jurisdictions may
offer valuable insights for shaping Indonesia’s legislative reform. Technical-legal
interdisciplinary research is also essential, particularly studies on deepfake detection
tools, evidentiary reliability, and Al governance frameworks. Longitudinal research is
recommended to assess how evolving Al technologies continue to influence cybercrime
patterns and legal responses.
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