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Abstract. This study examines the validity of electronic consent in online loan
agreements according to Indonesian laws and regulations, specifically Law
Number 11 of 2008 concerning Electronic Information and Transactions and its
amendments in Law Number 19 of 2016. Electronic consent, such as the “click
agree” mechanism in online loan applications, is legally recognized if it is made
consciously by the user, through a reliable and secure electronic system, and in
accordance with the principles of prudence and honesty as stipulated in Article
1320 of the CGivil Code and Article 15 of the Electronic Information and
Transactions Law. However, implementation in the field still faces obstacles,
including low legal and digital literacy among the public. In cases of default,
agreements remain subject to general civil law, with electronic evidence valid
under Article 5 of the ITE Law. This research uses a normative-juridical approach
through a literature review, combining legislative, conceptual, and case studies
to analyze the legal framework, implementation, constraints, and implications of
electronic consent. The results emphasize the importance of regulatory
harmonization, electronic signature certification, and digital legal education to
create legal certainty and optimal consumer protection.

Keywords: Electronic Consent; Fintech; ITE Law; Legal Protection; Online
Loans.

1. Introduction

The development of information technology has significantly changed the pattern of
economic interaction in society, including in the financial services sector. Innovations
such as online loans or fintech lending have developed rapidly in Indonesia, enabling
people to obtain financing quickly without the need for face-to-face meetings
(Sulistyandari et al., 2024). In practice, agreements between lenders and borrowers are
conducted electronically, where borrowers simply agree to the terms and conditions
through the application with a simple action such as “clicking agree.” This phenomenon




is supported by the rapid growth of fintech peer-to-peer (P2P) lending companies, which
reached 142 registered companies in 2024, with loan absorption of up to 3 trillion rupiah
to meet the needs of the community, particularly Micro, Small, And Medium Enterprises
(MSMEs) (Sulistyandari et al., 2024; Rusadi et al., 2020).

However, behind this convenience, complex legal issues arise, particularly regarding the
validity of electronic agreements, which are often deemed to not fulfill the elements of
an agreement as stipulated in Article 1320 of the Civil Code (Kitab Undang Undang
Hukum Perdata/KUHPerdata). This article requires free agreement, the ability of the
parties, a specific object, and a lawful cause (Kharisma et al., 2025). The fundamental
question that arises is whether the act of “clicking agree” in an electronic system can be
considered valid as a form of agreement in an agreement, and what legal protections
are available for the parties in the event of a breach of contract (Darma & Jadnya, 2019;
Khovin et al., 2022). Cases such as the V-loan case in 2019 demonstrate how the misuse
of borrowers' personal data can lead to moral and financial losses, including dismissal
from employment or the dissemination of content that damages reputations (Darma &
Jadnya, 2019; Agustini et al., 2025).

To address this issue, Law Number 11 of 2008 concerning Electronic Information and
Transactions (Undang Undang Informasi dan Transaksi Elektronik/UU ITE), along with
its amendments through Law Number 19 of 2016, provides a legal basis for the validity
of electronic signatures and documents. The ITE Law states that electronic documents
have the same legal force as conventional documents, provided they meet principles
such as legal certainty, benefit, and good faith (Cahyadi, 2020; Suwadi et al., 2023).
Furthermore, Financial Services Authority Regulation (Peraturan Oftoritas Jasa
Keuangan/POJK) Number 77/P0OJK.01/2016 concerning Information Technology-Based
Money Lending Services also regulates aspects of consumer protection, although
implementation obstacles remain, such as a lack of public legal literacy, technical
problems in identity verification, and ineffective dispute resolution mechanisms
(Priskarini et al., 2019; Admiral & Pauck, 2023). These constraints are increasingly
relevant in the post-pandemic digital era, where electronic transactions have increased
sharply, but regulations often lag behind technological developments (Soetoto 2020;
Billiam & Abubakar, 2022; Nazran et al., 2024).

Although the topic of fintech lending and legal protection has been widely discussed,
most previous studies have focused more on aspects of personal data protection and
consumer privacy in fintech, such as data misuse by P2P lending providers (Priskarini et
al., 2019; Billiam & Abubakar, 2022; Subagiyo et al., 2022; Admiral & Pauck, 2023; Yulia
et al., 2024; Nazran et al., 2024). For example, Priskarini et al. (2019) highlight the role
of the Financial Services Authority (Otoritas Jasa Keuangan/OJK) in protecting debtor
privacy, while Admiral and Pauck (2023) analyze data security challenges in online
lending services, including data leaks and unethical billing practices. Similarly, Billiam
and Abubakar (2022) discuss the urgency of standardizing open APIs for data protection,
but do not delve into the validity of electronic consent as the basis for agreements.

Other studies emphasize business ethics and general fintech regulations, such as the
risks of fraud and interest rate cartels (Darma & Jadnya, 2019; Rusadi et al., 2020;
Tjandra, 2020; Harja, 2021; Annas & Ansori, 2021). Harja (2021) analyzes the resolution
of problem loans without highlighting the electronic aspect, while Tjandra (2020)
discusses the lack of interest rate determination norms, which could potentially violate




competition law. Annas and Ansori (2021) highlight the issue of interest rate
determination by the Indonesian Financial Services Association, which poses a potential
risk of cartel practices. Meanwhile, Rusadi et al. (2020) view fintech as an alternative
financing option for MSMEs; however, they do not address the implications of default in
relation to the Information and Electronic Transactions Law (ITE Law). Darma and
Jadnya (2019) examine the V-loan case related to data misuse, but do not specifically
address the validity of “clicking agree” as an agreement.

International legal comparisons have also been discussed, such as electronic contracts
between Indonesia and the US under UNCITRAL, but less exploration of the domestic
implications for default in P2P lending (Suwadi et al., 2023; Wilbert et al., 2024). Suwadi
et al. (2023) compare electronic contract regulations, while Arifin (2023) emphasizes
consumer protection from false advertising, and Wilbert et al. (2024) discuss the impact
of the ASEAN Agreement on E-Commerce on digital business contracts. Furthermore,
Islamic perspectives on fintech ethics have been reviewed, with Supriyadi (2022)
highlighting the Islamic spirit of business ethics, Ahyani et al. (2025) comparing Islamic
jurisprudence with the Criminal Code regarding digital fraud, and Sitaresmi et al. (2025)
integrate Islamic principles with positive law for cloud-based notaries. However, these
studies do not deeply analyze the validity of electronic consent under the ITE Law and
the legal implications of default, including regulatory strengthening mechanisms to
address low literacy and weak enforcement (Sasmita et al., 2022; Khovin et al., 2022;
Haykal, 2025; Utomo, 2025; Suraji & Prabowo, 2025; Syarifah & Lisnawati, 2025; Putri,
Nhung, and Putri, 2025).

This gap underscores the need for more focused and in-depth research, particularly in
the post-pandemic context, where digital transactions have become increasingly
dominant and play a critical role in shaping financial practices and regulatory challenges.
(Cahyadi, 2020; Khusniyah & Widayati, 2021; Sukarja, 2022; Suparno and
Sukmariningsih, 2023; Alkatiri et al., 2023; Nazran et al., 2024; Fairuza et al., 2024;
Mulyani, Sholeh, 2024; Lumbanraja et al., 2024; Sanusi et al., 2025). Furthermore,
significant research gaps remain, particularly in the context of the validity of electronic
agreements and the implications of default in Indonesia. Therefore, this study aims to
examine the validity of electronic agreements in online loan agreements under the ITE
Law, analyze their implementation and the obstacles encountered, and examine the legal
implications in the event of default, as well as possible legal strengthening efforts. This
study is expected to contribute by holistically analyzing the validity of electronic
agreements, implementation obstacles, and legal strengthening efforts to optimally
protect the parties.

Based on the background of the problems described above, the rapid development of
fintech lending practices has raised fundamental legal questions regarding the validity of
electronic agreements, particularly consent given through electronic systems, as well as
the adequacy of legal protection for the parties involved. The gap between technological
advancement and the readiness of the legal framework necessitates a deeper legal
analysis to ensure certainty, fairness, and protection in electronic loan agreements.
Therefore, this research formulates several legal issues that need to be examined
further.

RQ1: What is the validity of electronic consent in agreements under the ITE Law?




RQ2: What are the implementation and obstacles to the application of the validity of
electronic agreements in fintech peer-to-peer lending practices in Indonesia?

RQ3: What are the legal implications of default in electronic-based online loan
agreements?

2. Research Methods

This research employs a normative-juridical approach, emphasizing the study of positive
legal norms, legal principles, and legal theories related to the validity of electronic
agreements in online loan agreements. The normative-juridical method was chosen
because this research focuses on the analysis of legal rules, legal principles, and positive
legal theories related to the validity of electronic agreements, thus requiring an approach
to written norms and legal literature. This research employs a statute approach to
examine the provisions of Law Number 11 of 2008 concerning Electronic Information
and Transactions (Informasi dan Transaksi Elektronik/ITE), Law Number 19 of 2016, and
Government Regulation Number 71 of 2019. Furthermore, a conceptual approach is used
to understand the legal concepts regarding agreements, electronic signatures, and the
validity of agreements.

The research data was obtained through library research, covering various legal sources
to provide a comprehensive analysis. Primary data included laws and regulations relevant
to the research, such as Law Number 11 of 2008 concerning Electronic Information and
Transactions, Law Number 19 of 2016 as an amendment to the ITE Law, and
Government Regulation Number 71 of 2019, which served as the primary reference for
understanding the validity of electronic agreements. Furthermore, court decisions related
to electronic agreements and breach of contract were analyzed to determine the practical
application of the law. Secondary data consists of legal literature, textbooks, scientific
journals, articles, and previous research discussing the legal aspects of electronic
contracts, electronic signatures, fintech, and consumer protection, thus helping to
provide a contextual and theoretical understanding of the issues studied. Meanwhile,
tertiary data is used to support a broader understanding of legal terms, definitions, and
concepts, for example through legal encyclopedias, legal dictionaries, and official
government publications. The analysis is conducted descriptively and analytically,
namely describing applicable legal norms and principles, then evaluating their application
in the context of electronic agreements. This research can produce valid normative
conclusions that can be used as the basis for legal recommendations.

3. Results and Discussion
3.1. Validity of Electronic Consent in Agreements According to the ITE Law

In today's digital era, electronic agreements have become an integral part of various
economic transactions, including online loans and fintech lending. The validity of
electronic agreements is a crucial issue because they combine traditional contract law
principles with virtual elements of information technology that do not always involve
physical interaction between the parties. In the context of contract law, the principle of
pacta sunt servanda asserts that every valid agreement must be complied with by the
parties, and a contract is only considered valid if it meets the four essential elements
stipulated in Article 1320 of the Civil Code: agreement of the parties, capacity to enter




into an agreement, a specific object, and a lawful cause (Kharisma et al., 2025;
Hardyansah et al., 2025).

Contract theory emphasizes that contracts are the result of the free will (voluntary
consent) of the parties (Subarkah & Gravionika, 2024). Therefore, consent must be given
consciously, without any element of coercion, fraud, or error affecting the will. In the
context of electronic agreements, consent is often expressed through digital
mechanisms, such as “clicking agree” or electronic signatures (Banjarnahor, 2023).
Although the form differs from conventional contracts, the principle of free will remains
the benchmark for the validity of a contract (Shidarta, 2023; Subarkah & Gravionika,
2024). Electronic agreements made in good faith and meeting security and data integrity
standards are considered equivalent to conventional signatures in terms of evidence in
court, according to the provisions of Law Number 11 of 2008 concerning Electronic
Information and Transactions and its amendments in Law Number 19 of 2016.

Furthermore, contract theory also emphasizes the importance of clarity regarding the
object and purpose of the agreement. In online lending, the object of the contract is
financial rights and obligations, while the purpose of the agreement must be legal and
not contrary to law or the public interest. This combination of traditional contract
principles with electronic mechanisms creates a legal basis that allows digital transactions
to be recognized legally, as long as the elements of free will, capacity of the parties, a
specific object, and a lawful cause are met. This approach bridges the gap between
classical civil law and modern fintech lending practices, while providing legal certainty
for consumers and service providers.

However, in the context of cyber law, this theory has evolved to accommodate electronic
transactions. Cyber law in Indonesia, influenced by international models such as the
UNCITRAL Model Law on Electronic Commerce, emphasizes the principle of functional
equivalence, which states that electronic documents have the same legal force as
conventional documents as long as they meet security and reliability standards (Patrikios,
2006; Castellani, 2023; Suwadi et al., 2023). In Indonesia, this legal framework is
realized through Law Number 11 of 2008 concerning Electronic Information and
Transactions (Undang Undang Informasi dan Transaksi Elektronik/UU ITE), which has
been amended by Law Number 19 of 2016. The ITE Law provides legal recognition for
electronic documents and signatures, ensuring that digital transactions are no less valid
than physical transactions.

Article 11 paragraph (1) of the ITE Law explicitly states that electronic signatures have
legal force and valid legal consequences, as long as they meet the following
requirements: a) the data used to create the electronic signature relates only to the
signatory; b) the data used to create the electronic signature is solely within the control
of the signatory; c) any changes to the electronic signature are readily identifiable; and
d) any changes to the related electronic information are readily identifiable. These
requirements aim to maintain the integrity and authenticity of the agreement, preventing
data manipulation, which frequently occurs in cyber transactions (Cahyadi, 2020). In the
context of online loan agreements, approval given through the “click agree” or “accept
terms” mechanism can be considered valid as long as it meets the elements of agreement
as stipulated in Article 1320 of the Civil Code. Electronic approval is a form of voluntary
consent consciously given by the user, supported by a digital identity verified by the
system, such as through a One-Time Password (OTP) or biometrics.




Furthermore, Article 5 paragraph (1) of the ITE Law states that electronic information
and/or electronic documents and/or printouts thereof constitute valid legal evidence.
This strengthens the position of electronic consent as a valid element in agreements, in
line with the principle of non-discrimination against electronic forms (Haykal, 2025).
Furthermore, Article 15 of the ITE Law regulates the principles of security, integrity, and
reliability of electronic systems, which requires fintech providers to use technology that
prevents unauthorized data changes. In fintech lending practices, the Financial Services
Authority (Oftoritas Jasa Keuangan/OJK), through OJK Regulation Number
77/P0OJK.01/2016 concerning Information Technology-Based Money Lending Services,
requires transparent identity verification and consent, including providing complete
information on the terms and conditions before “clicking agree” (Sulistyandari et al.,
2024).

In the context of online loans, approval through the “click agree” or “accept terms”
mechanism is considered valid as long as it fulfills the elements of agreement in Article
1320 of the Civil Code, supported by a verified digital identity, such as a OTP or
biometrics (Cahyadi, 2020). Article 5 paragraph (1) of the ITE Law further emphasizes
that electronic information, electronic documents, and printouts are valid legal evidence,
strengthening the position of electronic approval as a valid element in an agreement
(Khusniyah & Widayati, 2021). The Financial Services Authority, through OJK Regulation
Number 77/P0OJK.01/2016 concerning Information Technology-Based Money Lending
Services, requires identity verification and the provision of information on terms and
conditions before approval is made, ensuring compliance with the principle of good faith
in Article 3 of the ITE Law (Sulistyandari et al., 2024).

Modern contract law theories, such as the doctrine of unconscionability, are also relevant
in the context of electronic agreements (Canino, 2016; Jerker & Svantesson, 2011;
Prasad & Mishra, 2022). The doctrine of unconscionability is relevant for assessing the
fairness of electronic contracts from both procedural and substantive aspects, ensuring
that borrowers understand their contractual obligations (Kharisma et al., 2025). This
doctrine assesses contract fairness from both procedural (formation process) and
substantive (clause content) aspects. In electronic contracts, the imbalance of power
between fintech providers and borrowers often gives rise to issues of procedural
unfairness, where borrowers do not fully understand the clauses (Kharisma et al., 2025).
Therefore, the ITE Law requires the principle of good faith in Article 3, which requires
parties to act honestly and fairly. In addition to the ITE Law, related regulations such as
Law Number 27 of 2022 concerning Personal Data Protection (Perlindungan Data
Pribadj/PDP Law) also support the validity of consent by requiring informed and specific
consent, preventing misuse of personal data during the consent process (Admiral &
Pauck, 2023).

From a global cyber law perspective, Indonesia has adopted elements of UNCITRAL,
where electronic consent is recognized as long as it fulfills the functions of identification
and integrity (Suwadi et al.,, 2023). The ASEAN Agreement on E-Commerce also
strengthens the harmonization of digital contracts, supporting the validity of electronic
consent in Indonesia (Wilbert et al., 2024). From an Islamic perspective, the principles
of amanah (trustworthiness) and maslahah (benefit) support the validity of electronic
consent, as implemented in Sharia-compliant fintech through the PrivyID digital
signature, which complies with the DSN-MUI Fatwa (Cahyadi, 2020; Supriyadi, 2022).




Roscoe Pound's approach to social engineering asserts that the ITE Law and the PDP
Law serve as instruments for establishing a just digital society (Suraji & Prabowo, 2025).

The validity of electronic consent in fintech lending is also supported by the use of
technology such as standard APIs for data integration, as stipulated in OJK regulations
(Billiam & Abubakar, 2022). In digital notary practice, similar principles apply to the
validation of electronic documents (Nazran et al., 2024). The ITE Law, along with its
derivative regulations, ensures that electronic agreements have the same legal force as
conventional contracts, in line with the principles of pacta sunt servanda and functional
equivalence (Utomo, 2025; Sholeh, 2024).

However, challenges arise when electronic systems are insecure, such as in the case of
data leaks in fintech, which can invalidate agreements due to violations of security
principles (Priskarini et al., 2019). Therefore, providers must implement electronic
certification from institutions such as the Electronic Certification Center (Balai Sertifikasi
Elektronik/BSrE) to ensure reliability. Thus, the ITE Law has legitimized electronic
agreements, as long as the implementation system meets the principles of security,
integrity, and reliability as stipulated in Article 15 of the ITE Law. This aligns with the
theory of contract law that emphasizes free agreement and the theory of cyber law that
guarantees digital equivalence (Utomo, 2025). However, implementation still requires
strengthening through digital literacy education for users.

3.2. Implementation and Constraints in Handling Electronic Approvals for
Online Loans

The implementation of electronic agreements for online loans in Indonesia is carried out
through fintech platforms supervised by the Financial Services Authority (Otoritas Jasa
Keuangan/OJK) based on POJK Number 10/POJK.05/2022 concerning Information
Technology-Based Joint Funding Services (Sulistyandari et al., 2024). This process
involves verifying the borrower's identity using electronic data such as an e-KTP (e-KTP)
or a selfie, followed by displaying the agreed terms and conditions digitally (Cahyadi,
2020). Fintech providers implement a “click-agree” system integrated with electronic
signatures, where approval is recorded as valid legal evidence under Article 11 of the
ITE Law (Khusniyah & Widayati, 2021). This implementation utilizes API technology for
data integration between platforms, enabling rapid verification with government
databases (Billiam & Abubakar, 2022).

In practice, borrowers upload identity documents and other supporting data, which are
then automatically validated by the system through a connection with the Civil
Registration Agency (Dinas Kependudukan dan Pencatatan Sipij/Dukcapil) or related
institutions to ensure the authenticity and accuracy of the data (Nazran et al., 2024).
Once the documents are deemed valid, standard agreement clauses are displayed on
the screen, and approval can be granted through a single click, resulting in an electronic
document with the same legal force as a conventional contract (Kharisma et al., 2025).
To enhance security, the system also implements a double-authentication mechanism,
for example, through an OTP code sent via Short Message Service (SMS) or an app, so
that user identity can be verified in real time (Sholeh, 2024).

Regionally, the implementation of electronic agreements in Indonesia aligns with the
ASEAN Agreement on E-Commerce, which supports the harmonization of cross-border




digital contract standards and the recognition of electronic documents between member
countries (Wilbert et al., 2024). The Financial Services Authority requires every
agreement to be recorded in a system log, allowing all transactions to be traced for audit
purposes and consumer protection (Haykal, 2025). This process ensures that fintech
lending mechanisms are not only efficient and fast, but also meet the legality and
certainty standards stipulated in the ITE Law, while simultaneously aligning electronic
contract practices with traditional contract law theories, including the principles of
voluntary consent and pacta sunt servanda.

The implementation of electronic agreements in resolving problem loans is also
increasingly evident, with electronic evidence being used as a basis for mediation and
litigation (Harja & Widiati, 2021). For example, PT Vcard Technology Indonesia
implemented a system where borrower agreements include electronic arbitration
clauses, enabling online dispute resolution without the need for a physical court
appearance (Darma & Jadnya, 2019). This electronic contract records the user's
timestamp and IP address for authentication purposes, ensuring the document's integrity
and validity are legally enforceable (Khovin et al., 2022).

In other business contexts, similar implementations are seen in consignment
transactions via social media, where digital agreements are based on trust between
sellers and consumers (Sukarja, 2022). For online loans, the primary concern lies in
interest and penalty clauses, which are strictly regulated by fintech associations such as
the Indonesian Financial Conduct Association (Asosiasi Fintech Pendanaan Bersama
Indonesia/AFPI). This regulation aims to protect the interests of both parties, both
lenders and borrowers, by establishing interest rate limits, fee transparency, and clear
penalty mechanisms (Tjandra, 2020; Annas & Ansori, 2021). Clarity in these clauses is
crucial for borrowers to understand their rights and obligations, while minimizing the
potential for disputes arising from ignorance or harmful practices.

The electronic contract process in online lending digitally records every agreement,
including timestamps, IP addresses, and proof of authentication, giving the contract the
same legal force as a conventional agreement (Rusadi & Benuf, 2020). This approach
not only provides legal certainty but also supports MSME financing with fast and efficient
access to funds, as documents can be verified automatically without time-consuming
manual procedures. With a well-documented digital contract mechanism, the risk of
disputes is minimized, while transaction transparency and accountability are maintained.
This creates a fintech ecosystem that is safe, effective, and trustworthy for all parties
involved.

In Sharia fintech, the implementation of electronic agreements not only refers to digital
mechanisms but also adheres to Sharia principles, such as trustworthiness and fairness.
Digital signatures are carried out in accordance with the DSN-MUI fatwa, making them
legally and religiously valid (Supriyadi, 2022; Sitaresmi et al., 2025). Overall, this practice
integrates the provisions of the ITE Law with OJK regulations regarding fintech, including
transaction recording, data security, and compliance with operational standards, creating
a safe, transparent, and trustworthy digital transaction ecosystem (Arifin, 2023; Sanusi
et al., 2025).

Obstacles to handling electronic consent in online loan agreements are complex. One
major issue is low legal and digital literacy among the public. Many borrowers consent




to contractual clauses without fully understanding the content or legal consequences of
the agreement (Priskarini et al., 2019; Sasmita et al., 2022). This is further exacerbated
by the use of legal language and technical terms in electronic contracts that are difficult
for the general public to understand, resulting in consent being mechanical rather than
based on informed consent.

Furthermore, transparency among fintech providers is a significant challenge. Some
platforms lack clear information regarding the collection, use, and storage of consumers'
personal data, increasing the risk of misuse of information and violations of privacy rights
(Tjandra, 2020; Admiral & Pauck, 2023). The lack of effective oversight mechanisms for
illegal fintech companies further exacerbates this problem. Unlicensed or non-compliant
providers can exploit legal loopholes to engage in unfair practices, including aggressive
billing or non-transparent interest and fines (Rusadi & Benuf, 2020; Annas & Ansori,
2021; Sulistyantoro et al., 2024).

Furthermore, technical obstacles also arise in the realm of legal evidence. Electronic
evidence mechanisms in court are not yet fully optimized due to doubts regarding the
authentication, validity, and integrity of electronic documents, including digital evidence
in the form of click agreements, timestamps, and IP address records (Khovin et al., 2022;
Lumbanraja et al., 2024). This creates legal uncertainty and the potential for protracted
disputes. These obstacles emphasize the need for synchronization between the ITE Law,
the Civil Code, and OJK regulations to create clear and comprehensive legal certainty
(Astuti, 2016; Alkatiri et al., 2023; Fairuza et al., 2024; Utomo, 2025; Suraji & Prabowo,
2025; Haykal, 2025; Syarifah & Lisnawati, 2025; Ahyani et al., 2025).

Various studies highlight the challenges and risks in implementing electronic agreements
and fintech lending in Indonesia. Priskarini et al. (2019) noted privacy violations arising
from low digital and legal literacy, while Sulistyandari et al. (2024) highlighted regulatory
barriers imposed by the Financial Services Authority (POJK). Admiral and Pauck (2023)
pointed out the ineffectiveness of data protection, and Billiam and Abubakar (2022)
emphasized the need for API standardization for transaction security. Harja and Widiati
(2021) emphasized the risk of default, while Tjandra (2020) criticized the unclear interest
rates in online lending, which Annas and Ansori (2021) also linked to the potential for
interest cartels.

Additionally, Kharisma et al. (2025) highlight the unfairness of electronic contracts, and
Sanusi et al. (2025) emphasize the challenges of fraud. Fairuza et al. (2024) highlight
the oversight of the Financial and Development Supervisory Agency (Badan Pengawasan
Perdagangan Berjangka Komoditi Elektronik/BPPKE), while Wilbert et al. (2024)
emphasize regional implications related to ASEAN, and Suwadi et al. (2023) compare
electronic contract practices in the US. Arifin (2023) points to regulatory failures, and
Sukarja (2022) uses the analogy of personal shopping transactions (jastjp) to illustrate
digital practices.

In the context of sharia, Cahyadi (2020) and Supriyadi (2022) emphasize digital
signatures in accordance with Islamic fatwas and ethics. Fintech implementation also
includes MSME protection, V-loan case handling, electronic evidence, digital notarization,
and ADR mechanisms. Sholeh (2024) emphasizes signature authentication, while Haykal
(2025), Utomo (2025), Suraji and Prabowo (2025), Sitaresmi et al. (2025), Syarifah and
Lisnawati (2025), and Ahyani et al. (2025) highlight risks, reform, regulatory




harmonization, cybersecurity, patient data protection, and digital fraud prevention
(Darma & Jadnya, 2019; Rusadi & Benuf, 2020; Khusniyah & Widayati, 2021; Khovin et
al., 2022; Alkatiri et al., 2023; Nazran et al., 2024; Lumbanraja et al., 2024).

3.3. Legal Implications of Default and Efforts to Strengthen the Validity of
Electronic Agreements

If a breach of contract occurs in an online loan agreement, such as late payment, failure
to fulfill obligations, or violation of the agreement clauses, the legal consequences still
refer to the provisions of Article 1243 of the Civil Code concerning compensation for non-
fulfillment of obligations (Harja & Widiati, 2021). This breach of contract encompasses
various forms of contractual failure, including payment defaults that result in losses for
the lender, and can trigger claims for damages covering administrative fees, interest,
and immaterial losses resulting from delays or other contractual breaches (Kharisma et
al., 2025).

In the digital context, proof of breach must be supported by electronic evidence, such
as transaction data records, system logs, or certified electronic signatures (Khusniyah &
Widayati, 2021). Based on Article 5 paragraph (1) of the ITE Law, electronic information
and documents can be used as valid legal evidence, allowing courts to use “agree”
approval logs as the basis for assessing violations (Khovin et al., 2022). This implication
is evident in the V-loan case, where borrower default triggered the lender's misuse of
personal data, which then became evidence of an additional violation under the ITE Law
(Darma & Jadnya, 2019). Furthermore, default can trigger criminal charges if it involves
digital fraud, in accordance with Islamic jurisprudence (figh jinayah) which prohibits
tadlis (fraud) and is in line with the Criminal Code and the ITE Law (Ahyani et al., 2025).

In fintech lending practices, the consequences of default are often complicated by the
digital nature of agreements. Evidence of violations generally relies on electronic
documents, timestamps, IP address records, click agreements, and digital authentication
evidence, which, while legally valid under the ITE Law, are still vulnerable to rebuttal or
questioning in court due to the potential for manipulation or system disruption (Khovin
et al., 2022; Admiral & Pauck, 2023). In addition, technical issues such as server
downtime, system errors, or data loss can affect the validity of digital evidence, so
lenders and borrowers must ensure that security mechanisms and electronic recording
are running consistently.

Settlement of default disputes in online loans can be through litigation or alternative
mechanisms, including mediation or electronic arbitration. Some fintech platforms also
include arbitration clauses in digital contracts to expedite dispute resolution, while still
considering electronic evidence as a legal basis (Darma & Jadnya, 2019; Lumbanraja et
al., 2024). Overall, the digital nature of online loan agreements requires adapting
traditional contract law principles to electronic evidence, digital authentication, and
dispute resolution procedures in accordance with applicable laws and regulations
(Nazran et al., 2024; Sholeh, 2024).

The legal implications also extend to business competition, where interest rate setting
by the Indonesian Financial Conduct Authority (AFPI) has the potential to create a cartel,




exacerbating borrower default due to unfair financial burdens (Tjandra, 2020; Annas &
Ansori, 2021). In Islamic fintech, default is implied as a breach of trust, where electronic
evidence must fulfill the principle of maslahah (benefit) to maintain welfare (Supriyadi,
2022; Sitaresmi et al., 2025). Furthermore, implications for MSMEs as borrowers include
prolonged economic losses, as default is often caused by non-transparent clauses in
electronic agreements (Rusadi & Benuf, 2020). At the regional level, the ASEAN
Agreement on E-Commerce addresses these implications by requiring the harmonization
of cross-border digital evidence, where default can involve international jurisdictions
(Wilbert et al., 2024).

The legal implications of breach of contract in online loan agreements extend beyond
financial compensation to dispute resolution mechanisms. Electronic mediation or
arbitration are the primary options for disputing parties, with system logs and other
electronic evidence used to validate claims (Lumbanraja et al., 2024). These mechanisms
allow for faster resolution than conventional litigation, while minimizing costs and time
for both parties. However, their effectiveness depends on the integrity and security of
electronic recording systems, including timestamps, IP addresses, and digital
authentication. The implications of default in online loan agreements are coupled with
the security risks of digital transactions, where breaches of obligations can trigger claims
for damages involving cross-platform electronic evidence, such as server data, system
logs, and digital authentication (Haykal, 2025). From a digital human rights perspective,
default also has the potential to violate borrower privacy, necessitating strong and valid
electronic evidence to ensure law enforcement and the protection of individual rights
(Utomo, 2025).

Contractual unfairness is also a significant concern. Unfair adhesion clauses or standard
clauses can invalidate the right to claim damages if they are found to be unconscionable,
detrimental to one party, or substantially disproportionate (Kharisma et al., 2025). In
the context of digital notaries, similar implications arise when breaches relate to the
validation of electronic documents, which require official certification to ensure the
validity of the evidence and avoid future legal disputes (Alkatiri et al., 2023; Nazran et
al., 2024). Furthermore, personal data breaches resulting from breaches, such as misuse
of user access, can trigger prosecution under the PDP Law. Electronic evidence such as
system logs, authentication records, and digital documents are crucial in upholding data
subjects' rights and assessing the accountability of data providers (Suraji & Prabowo,
2025; Syarifah & Lisnawati, 2025).

To strengthen the validity of electronic agreements and legal protection for the parties,
a series of integrated measures is required. Strengthening technical regulations is a
crucial aspect, including the implementation of security standards and certified electronic
signature authentication, as well as the adoption of technologies such as blockchain to
ensure data integrity and reliability (Cahyadi, 2020; Sanusi et al., 2025). Furthermore,
legal education for fintech users must be improved to ensure they understand their
contractual rights and obligations, including the importance of reading and reviewing
agreement clauses before providing electronic consent (Priskarini et al., 2019; Arifin,
2023). Capacity building for judicial institutions and law enforcement officials is also
crucial, particularly in understanding and verifying digital evidence through training in
the use of system logs, electronic signatures, and other authentication mechanisms
(Khusniyah & Widayati, 2021; Sholeh, 2024). Cooperation between institutions,
particularly the Financial Services Authority (Otoritas Jasa Keuangan/OJK), the Ministry




of Communication and Information Technology (Kementerian Komunikasi dan
Informatika/Kominfo), and the National Agency for the Protection of Personal Data
(Badan Siber dan Sandi Negara[BSSN), needs to be strengthened to build a legal and
secure fintech ecosystem, ensuring legal certainty and protecting personal data.
Standardizing the Application Programming Interface (API) is also part of this effort,
ensuring that digital transactions run smoothly, securely, and comply with national
regulations and international practices (Billiam & Abubakar, 2022; Sulistyandari et al.,
2024). All of these steps are interconnected to create a trustworthy and equitable online
lending system.

In practice, collaboration between institutions such as the Financial Services Authority
(OJK) and the National Civil Service Agency (BSSN) is crucial to ensure data
authentication, similar to the cloud-based notary model that ensures the validity of
electronic documents in contract disputes (Sitaresmi et al., 2025). Furthermore, public
education should also encompass an understanding of Sharia principles, such as avoiding
gharar or uncertainty in electronic agreements, to ensure Sharia fintech transactions
remain legally and ethically valid (Supriyadi, 2022). Furthermore, technical regulations
and operational standards need to align with international principles, including
UNCITRAL, to ensure global and cross-jurisdictional recognition of electronic contracts
(Suwadi et al., 2023). Capacity building for the judiciary and legal apparatus is also
necessary, particularly in terms of understanding dispute resolution through electronic
ADR, to effectively handle default cases without compromising efficiency (Lumbanraja
et al., 2024).

This inter-institutional collaboration not only strengthens the digital ecosystem in general
but also helps prevent detrimental practices such as interest rate cartels or contractual
clause manipulation, thus providing more comprehensive protection for both borrowers
and lenders (Annas & Ansori, 2021). These complex legal implications emphasize that
default in fintech lending involves interconnected aspects of contracts, technology, and
regulation. In many cases, the implications of default in online loan agreements
emphasize the importance of certified digital evidence as the basis for claims for
compensation (Darma & Jadnya, 2019). This evidence includes timestamps, IP
addresses, system logs, and validated electronic documents, so they can be legally used
in court to enforce the rights of both lenders and borrowers. Without adequate digital
evidence, default claims are likely to be rejected due to doubts about the authenticity or
integrity of the documents.

Furthermore, strengthening through legal education and digital literacy has been shown
to increase consumer understanding, thereby reducing the risk of default due to
ignorance or misunderstanding of the content of agreement clauses (Sasmita et al.,
2022). In the context of technical regulations, internationally implemented digital
security and authentication standards, such as those in the United States, serve as
important references to ensure the admissibility of electronic evidence across
jurisdictions and in accordance with best practices (Suwadi et al., 2023). Judicial capacity
also requires adaptation to electronic evidence in civil procedures, including the ability
of judges to assess the validity of digital documents and interpret technical data as legal
evidence (Khusniyah & Widayati, 2021). Furthermore, collaboration between institutions,
particularly the Financial Services Authority (OJK) and the Ministry of Communication
and Information Technology (Kominfo), plays a role in ensuring the protection of




personal data in accordance with the PDP Law, so that defaults involving privacy
violations can be legally pursued (Admiral & Pauck, 2023).

4. Conclusion

Based on the research conducted, it can be concluded that electronic agreements in
online loan agreements have legal validity recognized by Indonesian laws and
regulations, specifically Law Number 11 of 2008 concerning Electronic Information and
Transactions (UU ITE) and its amendments in Law Number 19 of 2016. This validity
applies as long as the agreement is made consciously by the user, uses a reliable and
secure electronic system, and meets the principles of prudence and honesty of the
parties in conducting digital transactions. The “click agree” mechanism commonly used
in online loan applications can be considered legally valid if it meets the elements of
agreement as stipulated in Article 1320 of the Civil Code and the principle of electronic
system reliability as stipulated in Article 15 of the ITE Law. However, implementation in
the field still faces several obstacles, such as low legal and digital literacy among the
public, a lack of transparency among providers in presenting agreement clauses, and the
challenge of proving electronic evidence in court, which still requires adequate technical
and legal understanding. Furthermore, the proliferation of illegal fintech operators has
weakened public trust in the legitimacy and security of digital transactions. In cases of
default, online loan agreements remain subject to general civil law, with electronic
evidence recognized as valid under Article 5 of the Electronic Information and
Transactions (ITE) Law.

As a follow-up, the government needs to strengthen regulatory synchronization between
the ITE Law, the Civil Code, and OJK regulations to ensure legal certainty and optimal
consumer protection. Standardization of certified electronic signatures is also needed to
strengthen their evidentiary power in the legal realm. Finally, digital legal education for
the public needs to be promoted so that online loan service users have a sufficient
understanding before granting consent to online agreements.
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