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Abstract. 7he proliferation of digital technology has challenged the traditional
understanding of identity and subsequently brought forth its own unique legal
implications. Identity theft, as a crime that has existed even before this
development, has also brought its own unique legal implications, particularly in
the realm of criminal law. Using the normative legal research method, this
research aims to establish the boundaries around digital identity theft, to
distinguish it from traditional identity theft, and to provide a more relevant and
robust understanding of its criminality within the digital age. The results of this
study highlight the gaps in Indonesia’s current legal framework, emphasizing
the need for a revised approach that distinctly addresses the complexities of
digital identity theft. The research proposes a model of normative development
aimed at refining legal definitions and enhancing enforcement mechanisms to
combat this modern crime better. This model seeks to provide a more relevant
and robust legal framework, ensuring that the legal system is responsive and
adaptive to the challenges posed by digital advancements.
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1. INTRODUCTION

The rapid advancement of digital technology has fundamentally changed the landscape
of personal identity and security.! Digital identities encompass a range of personal
information and credentials used to verify an individual in the digital realm, which has
become an inseparable part of daily life.? These identities are used across platforms
such as social media, online banking, and e-commerce, to authenticate users and
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facilitate their online activities.> However, the rise of digital identities has been followed
by a continued increase in their unauthorized creation and theft, which has caused
about US$23 billion in financial loss in the United States alone.* This has raised
concerns over the safety of digital spaces and necessitates technical prevention
measures.’ Digital identity theft, particularly characterized by the illicit acquisition and
use of someone’s personal data, poses severe risks to individuals and organizations
alike.® Therefore, it's important to analyze the existing laws to prevent current and
possible future risks of digital identity theft.

Digital identity creation involves collecting and managing data points such as
usernames, passwords, biometric information, and personal identification numbers
(PINs).” However, these same data, when misappropriated, can be exploited to commit
a wide array of fraudulent activities, including financial fraud, unauthorized
transactions, and identity fraud.® The unauthorized creation and manipulation of digital
identities often bypass traditional security measures, making detection and prevention
increasingly complex. Legal boundaries are crucially needed to clearly distinguish
between lawful and unlawful actions in the realm of digital identity to set the standard
of criminal provisions regarding identity theft, particularly when public concern is taken
into account.® This involves addressing the theft of digital identities and the
unauthorized creation of synthetic identities, where fabricated information is used to
create new, fraudulent personas. The complexity and scale of these activities raise the
urgency to formulate legal frameworks that are capable of tackling this novel
challenge.

One of the central challenges in formulating legal frameworks for digital identity theft
is the intrinsic nature of digital data and the damages that are caused by their
misappropriation as both intangible and ubiquitous.l® Unlike physical theft, digital
identity theft involves the illicit access and use of information that can be duplicated
and disseminated with relative ease within the digital realm. This intangibility can make
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it difficult to trace the perpetrators,!! and significantly complicates the consolidation of
traditional legal interests in the digital space.!? Consequently, legal systems must
evolve to recognize and address the unique characteristics of digital data, to tackle the
growing prevalence of identity theft, which threatens many users of digital platforms.

Indonesia has tried to by enacting Law No. 27 of 2022 on Personal Data Protection.
However, this particular development still has its own limitations, particularly regarding
the scope of protection and responsibility of data processors,!> among many others.
For overall digital governance, Indonesia typically relies on Law No. 8 of 2011 on
Electronic Information, which has seen many amendments over the vyears, as
Indonesia is continuously faced with novel challenges that come alongside many forms
of digital transformation. However, it's important to note that this framework is
generalized in nature, as it aims to govern many aspects of the digital transformation,
which continues to affect many facets of life. While the issues regarding privacy and
security within the digital environment remain a serious concern within Indonesia’s
legal politics, possible regulatory lag might open ways for exploitations, particularly
when digital identities are utilized fraudulently. Therefore, the analysis regarding key
regulatory frameworks in Indonesia for this topic must be assessed in a holistic
manner, covering many aspects that might affect the prevalence of digital identity
theft.

Furthermore, the intersection of privacy rights and security measures presents a
significant legal dilemma.'* Effective protection against digital identity theft requires
robust data security measures, including encryption, multi-factor authentication, and
regular monitoring for unauthorized access. However, legal frameworks must ensure
that security measures do not become overly intrusive or violate fundamental privacy
rights. For instance, the General Data Protection Regulation (GDPR) in the European
Union sets a precedent for balancing data protection with individual privacy by
establishing stringent requirements for data processing and greater control over
personal information.’®> The GDPR addresses this balance through provisions such as
the right to be forgotten, outlined in Article 17, the requirement for data breach
notification in Article 33, data minimization principles in Article 5, and stringent consent
requirements in Article 6, all of which aim to ensure that while data security measures
are implemented, individuals retain substantial control over their personal information,
reducing the risks of digital identity theft.

As digital technology is getting more integrated into the daily lives of many
Indonesians, legal implications regarding its utilization has become a topic of legal. A
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study embarked on the analysis regarding ‘the privacy paradox,” which is the
phenomenon where people claim to value privacy but give away personal data easily
or neglect privacy protections, highlighting that the term is logically flawed and doesn’t
constitute a paradox.'® Unlike the popular trend among privacy-conscious users of
electronic systems, the study highlighted the gap between people’s attitudes and
behaviors regarding privacy, showing that these do not always reflect true preferences.
The study concluded that efforts to align the two different aspects of preferences fell
short of understanding that whenever both aspects fail to align, there is no
inconsistency that justifies calling it a paradox. An aspect of this dynamic between the
utilization of digital technology and privacy that reflects people’s preferences is
consent, as highlighted by another study.!” The study highlighted consent as a critical
component of the right to privacy under Law No. 27 of 2022, but the law’s focus on
data collection and processing overlooks specific safeguards for digital identity theft,
leaving individuals vulnerable to unauthorized exploitation of their data as digital
identities. While the studies emphasized the importance of privacy and consent, they
did not fully address the legal consequences of issues such as unauthorized data usage
and identity theft, which may occur when privacy protections are insufficient or poorly
enforced.

Identity theft as a crime is a problem that has emerged as one of the most concerning
out of all crimes committed using the current relevant technologies. A study
highlighted exactly this by underscoring different methods used in the crime of identity
theft.’® The study also highlighted that, due to the complex nature of identity theft,
which can combine different methods, be it physical or digital, the effort to tackle and
seek justice from it remains a significant challenge. Even more concerning, the study
also underscored the difficulty in assessing the safety of victims, as most of them can
only assume that they’re safe when there’s no longer notification regarding the misuse
of their identity. Concerns are also raised by a study analyzing different types of
cybercrimes, with identity theft as one of the popular methods used by criminals in the
virtual realms.*® It critically highlighted the fact that identity theft as a crime could also
be used to commit even more crimes, as it helped protect the identity of the
perpetrators.

Based on the literature review, a gap can be identified regarding the crime of identity
theft, which has always been analyzed in the traditional or broader sense. There needs
to be a narrower focus of analysis on the criminality of identity theft in the digital
realm, as it presents unique legal implications and challenges that subsequently need
to be tackled. This research aims to fill this gap by bridging the understanding between
traditional identity theft and digital technology to eventually create a separate
understanding of what is called ‘digital identity theft.” This research ultimately explores
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the criminality of digital identity theft, the normative challenges in tackling it, and how
distinct it is from other types of crimes that share similar elements.

2. RESEARCH METHODS

This research utilizes the normative legal research method to analyze the relevant
positive laws that are being enforced.?’ A normative analysis typically dives into the
implications of a certain issue and how the existing legal norms see them, which, in its
purest form, involve the utilization of secondary data in the form of positive laws.?!
This fits the purpose of the research, which is to analyze the criminal aspects of
identity theft, the challenges of its enforcement, and how it can be improved.
Secondary data used in this research include Law No. 11 of 2008 on Electronic
Information Transactions, Law No. 19 of 2016 on Amendment to Law No. 11 of 2008
on Electronic Information and Transactions, Law No. 1 of 2024 on Second Amendment
to Law No. 11 of 2008 concerning Electronic Information and Transactions, Law No. 27
of 2022 on Personal Data Protection, Title 18 of the United States Code. Secondary
data are analyzed descriptively, data analysis, to provide a comprehensive normative
analysis of the existing norms and structures around digital identity theft.

3. RESULTS AND DISCUSSION
3.1. Traditional v. Digital Identity Theft

Identity as a concept is important for every person, as it constitutes the very fabric of
their being. Therefore, its misappropriation ultimately compromises the integrity of
systems that represent integral components of the fabric of society.?? Identity is used
in many interactions, and in the digital context, people can bring their own unique
social dimensions to society, particularly by sharing values and identities.?* As digital
technology is continuously changing the landscape of identity, further advances in
digital technology eventually integrate the aspects that make up an identity into the
digital environment, creating what is essentially known as digital identity. Digital
identity itself is, to put it simply, a digital version of traditional identity. In other words,
it's the digitized aspects of traditional identity condensed into a single set of data that
can be used to identify a person.?* At a glance, this might be particularly simple.
However, the difference between the two can have a wide array of implications for the
person behind that identity.

Due to the significance of identity in many facets of life, the protection of identity
remains a topic of paramount importance and will become even more relevant as novel
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technologies continue to be invented and developed.?® Identity, when stolen, can
cause significant damage to the person that it belongs to.?® Beyond financial
repercussions, stolen identities can be used to disrupt an individual’s social and
professional lives.?” Stolen identities can also be used to commit crimes, unfairly linking
the victim to illegal activities and potentially leading to legal repercussions.?® The legal
system must be able to prevent such things from happening and give severe
repercussions to those who are behind such criminal acts. The legal system must also
be able to consolidate the changes that have happened in society into the relevant
legal framework to ensure that they are not being exploited to make ways for identity
theft.

Identity theft as a crime has evolved throughout history, as criminals have been
continuing to find ways to adapt to the sociotechnical changes that are happening to
society to be able to continue to abuse other people’s identities.?® In general, identity
theft can be defined as the unlawful utilization of another person’s identification.°
Identity theft is often utilized by criminals to take advantage of a person’s position in
society, which can eventually be used to commit other criminal offenses, such as
property theft and many forms of fraud. In the traditional sense, identity theft can
happen using many physical acts, such as house break-ins, mail theft, dumpster diving,
and wallet theft.3! This criminal offense has caused considerable concern, particularly
because it keeps evolving and causing much damage and disturbances within society.

In the digital sense, identity theft as a criminal offense brings different unique factors.
While it can also happen in conjunction with other acts that can be considered
traditional, digital identity theft overall can happen in a much simpler manner while
also having about the same potential of abuse for further criminal offenses. This is
because the developments of digital technology can render identity theft easier and
even damage the perspective of the crime itself, leading some to think that it's less
severe.?? Due to the nature of the digital environment, where it's often difficult to
verify the identity of people we are interacting with, many often let their guard down
as they continue to interact with individuals who might be posing as someone else on
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platforms like social media.>® Even more concerning, these names and photos can
easily be extracted from the internet using many methods, which oftentimes only
involve a basic level of understanding of the technicalities behind websites or the use
of third-party apps and websites.3*

Furthermore, perpetrators of digital identity theft can also remain anonymous, which
further complicates the prosecution of the crime. Digital technologies can allow
individuals to remain anonymous to ensure privacy and protect themselves from many
types of unlawful surveillance. However, this noble development to help protect privacy
rights can also be utilized to provide cover and layers of safety for criminals who steal
other people’s identities, allowing them to conceal their identities.>> Electronic system
providers have tried to provide proactive measures in preventing digital identity theft,
mainly by introducing a system of verification that comes with a badge that indicates
that a user has been verified to be the real person with the correct identity as indicated
in that electronic system. However, this doesn’t necessarily denote the chances of
abuse, as cases of fraud supported by identity theft continue to occur, as criminals can
still find some workarounds to commit identity theft, such as creating a fake
verification badge behind their accounts’ background image.3¢

From the criminal law standpoint, establishing clear lines between traditional identity
theft and digital identity theft is both imperative and urgent. As digital technologies
continue to develop, the values behind digital identities will also rise significantly.?”
Consequently, the urgency to protect them will become even more important, as digital
technologies can also provide ways that can essentially help criminals steal digital
identities. It's also imperative for a legal framework to provide preventive measures,
mainly from providing an adequate level of compliance for data protection and privacy,
to ensure that data controllers are processing data securely. Lastly, the lines that are
going to be established must be able to consolidate the differences between the two
forms of identity theft to provide a mechanism of remedy to prevent further damage to
the person behind a digital identity. These are essential in ensuring that digital identity
theft doesnt become a common problem in a society that will be ever-so-reliant on
digital interactions.
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3.2. Digital identity theft v. data theft in Indonesian legal framework

It's imperative to analyze the relevant legal framework in dealing with identity theft,
particularly in a civil law country like Indonesia, where the legal system prioritizes
codified law over other aspects of the legal system.3® In the traditional sense, identity
theft as a distinct crime is not covered by Indonesia’s Criminal Law Code. This leaves a
considerable gap within the Indonesian legal system, as there are no basic legal norms
that can be utilized to help prevent identity theft and punish those who commit it. It's
even more problematic when the fact that stolen identity can be used to facilitate other
crimes is taken into account. Despite the position of identity crime as a facilitator
crime, or the crime used to facilitate other crimes,® it is in itself a serious crime, and
its aspects must be consolidated into the legal framework properly. Furthermore, this
problem can also complicate the establishment of clear legal norms to define digital
identity theft and how it differs from traditional identity theft.

Indonesia has tried to consolidate the changes brought by digital technology into its
legal system by establishing clear lines regarding the responsibilities of electronic
system providers, along with the norms that electronic system users must adhere to.
This was done through the enactment of Law No. 11 of 2008 on Electronic Information
Transactions (EIT Law). However, the EIT Law doesn’t provide any provision regarding
identity or the protection of it. Some provisions can be used to provide a generalized
connection to what constitutes identity, such as Article 1 number 1 and Article 1
number 4, which both provide the basic definition of electronic information and
electronic documents. Interestingly, these provisions do not mention identity as one of
the forms of information that might be included within an electronic document,
although the information referred to can actually be used to identify. Furthermore,
Article 9 governs that business actors offering products through Electronic Systems
must provide complete and correct information relating to the terms of the contract,
the producer, and the products offered. The information referred to in Article 9
specifically mentioned the identity of all the parties relevant to the contract, as
elaborated in the explanation of the article. However, these provisions are as far as the
EIT Law goes in providing clear lines for digital identity.

EIT Law itself has been amended many times, first through Law No. 19 of 2016 on
Amendment to Law No. 11 of 2008 on Electronic Information and Transactions (First
Amendment to EIT Law) and Law No. 1 of 2024 on Second Amendment to Law No. 11
of 2008 concerning Electronic Information and Transactions (Second Amendment to
EIT Law). The changes brought by both the First and Second Amendments to EIT Law
don't bring about the much-needed provisions to provide clear lines for digital identity
and digital identity theft. However, the First Amendment to EIT Law provides a clearer
direction of legal development for data protection, as it brought many changes in how
Indonesia regulates data protection and privacy, which would later be followed by Law
No. 27 of 2022 on Personal Data Protection (PDP Law). PDP Law was the first
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comprehensive legal framework for data protection and, to date, remains the only
comprehensive legal framework for data protection.*

Fortunately, the PDP Law does provide provisions that can actually be used as the legal
basis for the protection of digital identity. To start, Article 1 number 1 states that
Personal Data is data about an identified or identifiable individual individually or in
combination with other information either directly or indirectly through electronic or
non-electronic systems. The consolidation of the term ‘identified or identifiable
individual’ here is crucial as it implicitly acknowledges digital identity as a part of
personal data, which is a crucial development from the provision provided in the EIT
Law. The PDP Law also provides a more comprehensive version of EIT Law’s Article 9,
through Article 5, which governs that the Personal Data Subject has the right to obtain
information about the clarity of identity, the basis of legal interests, the purpose of the
request and use of Personal Data, and the accountability of the party requesting
Personal Data.

Most importantly, digital identity theft as a crime on its own and digital identity theft as
an inchoate crime must also be separated. Digital identity theft, due to its connection
to personal data, as highlighted previously, can simply be prevented and punished
according to the PDP Law. However, the theft of data is a much more generalized
conceptualization of a crime despite its wide array of implications. This goes back to
the purpose of the crime itself, where digital identity theft can be punished the same
way as data theft, which is often done by illegally selling or trading stolen data on the
black market. On the other hand, digital identity theft, in its purest form, is often done
to facilitate other crimes, such as fraud, by impersonating a person in the digital space
to gain illicit access to private services such as online banking or many kinds of online
business ventures.

Therefore, it's clear that the legal framework in Indonesia doesnt support what
constitutes digital identity theft, which mainly involves impersonation. Impersonation
itself is covered by Article 378 of the Criminal Law Code, which governs that any
person who, with intent to unlawfully benefit himself or another, by means of a false
name or false dignity, deceit, or a series of falsehoods, induces another person to
deliver any property to him, or to give a debt or to cancel a debt, shall, being guilty of
fraud, be punished by a maximum imprisonment of 4 years. However, it's important to
note that this crime doesn't put stolen identity as one of its necessary elements,
although normatively, there’s no provision that has the capacity to separate identity
theft from impersonation. Due to the complexity of its nature and its wide array of
legal implications, the criminalization of digital identity theft must include both the
misuse of someone’s identity or impersonation and the theft of digital data that, when
accumulated, can be used to identify someone.

The fact that these two aspects remain separated within the Indonesian legal
framework highlights the inadequacy of dealing with digital identity theft. Moreover, it
is also problematic for the Indonesian legal framework to rely mainly on criminal
provisions regarding data theft, as it can have completely different implications. The
separation of these aspects could’'ve been reconciled if there was at least a provision
within the Criminal Law Code specifically governing the issue of identity theft, even in
the traditional sense. Therefore, establishing the legal basis for identity theft at general
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is crucial to help prevent and prosecute identity theft, both in the traditional and the
digital sense.

3.3. Proposed Model of Normative Development

In navigating the complex interplay between technological advancements and the law,
a recurring challenge is balancing the rapid pace of digital innovation with the
robustness and adaptability of legal frameworks. This challenge is particularly
pronounced in the context of identity theft, an issue that has morphed into the digital
age with its own unique legal implications. As our societal interactions and personal
transactions are increasingly relying on digital platforms,* the legal system must
evolve not only to address current inadequacies but also to prevent future abuses by
consolidating important provisions that can provide a normative baseline. Though
complex, the distinction between digital and traditional identity theft ultimately
highlights a broader necessity for a responsive and anticipatory legal system. This is
essential in safeguarding individuals’ rights and identities in an ever-evolving digital
landscape. Legal adaptation is also important in keeping up with cybercriminals, who
also continually evolve to adapt to digital technology advancements.*?

As highlighted previously, the Indonesian legal framework, as it currently stands,
reveals certain gaps that need serious legislative attention, particularly in terms of
clearly defining and distinctly handling digital identity theft as a crime. Despite existing
legislation, such as the EIT Law and the PDP Law, there remains a significant need for
specificity and enforceability. These laws provide a foundational structure upon which
more nuanced regulations regarding data protection and data theft could be built, but
they fail to properly address digital identity theft as a distinct crime due to the lack of
support from the Criminal Law Code. By bringing key amendments to these
frameworks, Indonesia can deter digital identity theft and significantly mitigate the
risks associated with future technological developments.

Therefore, the distinct differences between digital identity theft and data theft must
also be taken into account. This is because digital identity theft often involves more
targeted manipulations of individual personas, whereas data theft can be broader,
affecting massive datasets indiscriminately. Thus, by creating legal provisions that
recognize and differentiate these offenses, the legal system can provide clearer, more
effective guidelines and enforcement strategies tailored to protect individuals’ digital
lives, ensuring a more secure and trustworthy digital environment for all users. This
research proposes a model of normative development that Indonesia can consider as a
way to enhance its legal framework for the digital environment that specifically governs
the act of digital identity theft.

Table 1 outlines a targeted approach to amending the Indonesian legal framework to
address the intricacies of digital identity theft effectively. Due to its close relation to
data protection, it might be best suited for these normative developments to be
introduced within the data protection network, which is currently governed by the PDP
Law and is about to be supported by an implementing decree that is currently in
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legislative development.*®* By defining digital identity and its theft with greater
precision, the law can provide clear guidelines for enforcement and compliance, crucial
for the legal system to be seen as a legitimate and effective protector of digital rights.
An example of the basic norm regarding this can be taken from the United States,
which, through 18 U.S.C. § 1028, makes it a crime to misuse someone’s identifying
information, whether personal or financial. Personal identifying information can include
social security numbers, driver’'s license numbers, credit card or bank account
information, and PIN numbers obtained through the internet. Building on this, the
definition of digital identity theft to be covered by Indonesia must be able to
consolidate the more complex nature of digital identity theft in current digital
landscapes, which might involve further efforts of identification from a much more
complex dataset while also maintaining the element of impersonation to ensure
distinction from data theft. This is mainly because the provisions in the PDP Law
currently focus on broad data protection and do not explicitly tackle the specifics of
digital identity theft, such as the impersonation and fraudulent misuse of digital
identities.

Table 1: Model of normative development

Aspect Current Status Proposed Enhancements
Legal Ambiguous definitions of Introduce precise legal definitions that
Definitions digital identity and its theft differentiate between digital identity theft
and other forms of data theft, directly
addressing the nuances of digital
interactions.
Penalties General penalties not specific  Establish specific penalties and remedies for
and to digital realms digital identity theft, enhancing deterrent
Remedies effects and providing clear legal recourse for
victims.
Verification No verification methods or Update the current state of the legal
Compliance mechanisms are installed asa compliance to include verification as a
part of the broader data feature that has to be readily available on all
protection or electronic digital platforms, along with mandatory
systems’ legal compliance. verification for fintech platforms.
Overseeing There is not a single body Establish a body that can oversee digital
Body established by any law issues to better identify new exploits that

regarding data protection and
electronic systems that can
oversee the issues relevant to
the digital environment.

might be used by cybercriminals for many
crimes, including identity theft.

As there’s no existing provision regarding digital identity theft, the model also proposes
a criminal provision that can put a distinction between data theft and digital identity
theft by essentially outlining the element of impersonation and utilization of personal
identification data for fraudulent purposes, and introducing heavier fines and jail time

43 Bella Christine and Christine S.T. Kansil, “Hambatan Penerapan Perlindungan Data Pribadi Di
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as possible punishment than the provision of Article 65 jo. Article 67 of the PDP Law.*
It's also imperative to add a verification mechanism as a part of the legal compliance
for data protection. This preventive mechanism must be made available across all
platforms and mandatory for some, particularly those within the fintech landscape. To
support this, the PDP Law must also provide better provisions regarding data
identification mechanisms to ensure the legal boundaries between lawful and unlawful
identification methods of any datasets.

Lastly, the model also proposes the establishment of a government body to oversee
the issues relevant to data protection, including digital identity theft. This body is
important in providing a clear line of connection between the government and data
subjects, particularly those with identifiable data, who are at risk of digital identity
theft. It can also watch over many data protection practices to ensure a better level of
compliance and subsequently lower the risk of identity theft that can stem from
possible exploits within the digital environment. With this model, this research hopes
that digital identity theft can be better prevented and punished more severely while
raising awareness of the dangers of digital identity theft, which will become even more
increasingly relevant as digital technology continues to develop.

4. CONCLUSION

This research ultimately argues that digital identity theft is a unique crime that must be
normatively distinguished from impersonation, traditional identity theft, and data theft,
as it has all elements of the three. Due to the fact that Indonesia’s legal framework has
been identified to be lacking in many aspects relevant to the effort to tackle digital
identity theft, this research proposes a model of normative development. This model
aims to introduce specific legal definitions that clearly differentiate between digital
identity theft and other types of data theft while also establishing robust penalties and
remedies tailored to the unique challenges of the digital realm. Additionally, the model
proposes the inclusion of mandatory verification mechanisms across all digital
platforms and the establishment of a dedicated oversight body to proactively monitor
and address emerging threats in the digital landscape, ensuring a responsive and
adaptive legal system. Ultimately, this study expands the Indonesian legal
understanding of identity theft by proposing a distinct theoretical framework for digital
identity theft, which necessitates the development of specific legal norms and
definitions to address the unique aspects of identity misuse in the digital age. Further
research is needed to address this study’s limitation, which arises from its reliance
solely on normative analysis. Incorporating qualitative methods such as interviews or
surveys of victims of digital identity theft could provide practical insights and validate
the effectiveness of the proposed model.

4 Article 65 of the PDP Law governs that it is unlawful for any person to obtain or collect
personal data that does not belong to them with the intention of benefiting themselves or
others, which may result in harm to the data subject. It is also illegal for any person to
unlawfully disclose or use personal data that does not belong to them. Article 67 governs the
criminal punishments, respectively, assigning up to five years in prison and/or a fine of up to
IDR 5 billion for unlawfully obtaining or collecting personal data not one's own, up to four
years in prison and/or a fine of up to IDR 4 billion for unlawfully disclosing such data, and
again up to five years in prison and/or a fine of up to IDR 5 billion for using personal data
unlawfully. Law No. 27 of 2022 on Personal Data Protection.
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